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Disclaimer

This document may not be reproduced as a whole or parts of it without the prior written and explicit consent
of LuxTrust S.A. Third party copyrights may exist for parts of this documentation. LuxTrust S.A. declines all
responsibility for direct, indirect, special, incidental or consequential damages to hardware or other damages
somehow related to or resulting from the execution of any advice given in this document. This document is
provided “as is” and no provision is made in terms of fitness for a particular purpose or applicability. By
making use of this document the user accepts using it to its own risk and understands that this document
could not be provided without such limitations.
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.1 First check
You have to check first if your LuxTrust Product (Signing Stick or Smartcard) is connected to your PC.

To check this, please open up the Taskbar in the button of your screen and show all details (red circle, figure
1).

Than search for the icon of Gemalto, which is called “Gemplus...”(in the black circle). If you see exactly the
same icon as here, the middleware Gemalto is running.
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Figure 1

If you see this icon:

Please click with the right mouse button on it and the following menu will be opened. In the menu please
click once with the left mouse button on “Start/Pause” to start the middleware.(black circle Figure 2).
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1.2 Set the Security Settings

Sign in Outlook 2010

Please click with the left mouse button on the arrow showing down (Figure 3) to open up the menu, here
click on “More Commands...”

Outlook Options is opening, select here “Trust Center’and than “Trust Center Settings”(black circle

figure 4)

LuxTrust S.A.

V10

DEREIE
Fil e Hom Customize Quick Access Toolbar Wi
— v | Print
[
jj '*ﬁ Save As
Mew Mew
E-mail Items~

U-_‘

Send/Receive All Folders

MNew Update Folder
4 Favorites Back :
L -] Inbox Forward |
=) sent Iten Delete pa
{5 Deleted1| ' | Undo
‘maunceheuer Empty Deleted Items N
' Find a Contact L
4 3 Inbox
T3 -TO D4 More Commands...

il

[ = | Sho i
£ Client satisfait Customize Quick Access Too
=

Figure 3

Qutlook Options

- v

General
il

Calendar

Contacts

Tasks

Notes and Journal
Search

Mobile

Language

Advanced

Customize Ribben
Quick Access Toolbar
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Trust Center

@ Help keep your documents safe and your computer secure and healthy.

Protecting your privacy
Microsot cares about your privacy. For more information abaut how Microsoft Outlook helps to protect your privay,

please see the privacy statements,

Show the Microsoft Outlook privagy statement
Office.com privacy statement
Customer Experience Program

Security & more
Learn more about protecting your privacy and security from Office.com,
Microsoft Trustworthy Computing
Microsoft Outiook Trust Center

The Trust Center contains security and privacy settings. These settings help keep your

o ——_
computer secure. We recommend that you do not change these settings. ‘ Trust Center Settings... ’
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Sign in Outlook 2010

In the Trust Center, please select with your mouse, “E-mail Security”, than click on “Settings” (black

circle, figure 5)

Trust Center

? |l

Trusted Publishers
DEP Settings
Privacy Options
E-mail Security
Attachment Handling
Automatic Download
Macro Settings

Programmatic Access

Encrypted e-mail
9& |:| Encrypt contents and attachments for outgoing messages
L |:| Add digital signature to outgoing messages
Send clear text signed message when sending signed messages
|:| Request S/MIME receipt for all 5/MIME signed messages

Default Setting: | My 5/MIME Settings (maurice.hellers@luxtrust.iu)

Digital IDs (Certificates)
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Read as Plain Text

[ Pubiish to GAL... | [ 1mport/Export... | [ Geta DigitalD... |

|:| Read all standard mail in plain text
Read all digitally signed mail in plain text

Script in Folders

|:| Allow script in shared folders
Allow script in Public Folders

Digital IDs or Certificates are documents that allow you to prove your identity in electronic transactions.
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In the new windows called “’"Change Security Settings”, select your MY S/MIME

Figure 5

validate with “ok”. Please close all windows.
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Change Security Settings
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Security Setting Preferences
Security Settings Name:

5/MIME Settings (maurice.hellers @luxtrust.lu
Cryptography Format: | 5/MIME
Default Security Setting for this cryptographic message format

Default Security Setting for all cryptographic messages

[ Security Labels. .. ] [ Mew

Certificates and Algorithms
Signing Certificate:

Encryption Certificate:

Send these certificates with signed messages

][ Delete ] Password...

[ OK ] [ Cancel
L
Figure 6
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.3 Inside Windows Outlook 2010

Open up a new email in your outlook.

Sign in Outlook 2010

Select the menu “options” and click on “sign” (figure7, black circle) enter e-mail text after that click on send.
Once you have clicked on “Send”, the system will ask you the Pin code of your Smartcard or Signing Stick.
The e-mail will be send with your electronic signature. The e-mail will receive the following symbol

which stands for the electronic signature.
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