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Disclaimer

This document may not be reproduced as a whole or parts of it without the prior written and explicit consent of
LuxTrust S.A. Third party copyrights may exist for parts of this documentation. LuxTrust S.A. declines all responsibility
for direct, indirect, special, incidental or consequential damages to hardware or other damages somehow related to or
resulting from the execution of any advice given in this document. This document is provided “as is” and no provision
is made in terms of fitness for a particular purpose or applicability. By making use of this document the user accepts
using it to its own risk and understands that this document could not be provided without such limitations.
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I Preset in Adobe

Open up the Adobe Reader Xl and select in the Menu Edit ,Preferences” (see red arrow in figure 1).
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Figure 1

Select « Security (Enchanced) » from the menu bar on the left and uncheck the checkbox « Enable Protected Mode »
(see red arrow in Figure 2). Once you have done this, you must close Adobe and restart it to proceed.
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I Adding PKCS#11 Module

Customers, who are using a Signing Stick or a Smartcard, please check if the Gemalto Middleware is correctly installed and
fully functional: https://drivers.luxtrust.lu .

Open the Adobe Reader Xl and click on the button « Edit » (see figure 3) and scroll down to the menu « Preferences » and
then” Signatures® (see figure 4):
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Figure 3
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Figure 4
On the rigth side of your screen, you see “Identities & Trusted Certificates, please click on “More...”.
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Identities & Trusted Certificates

= Create and manage identities for signing
» Manage credentials used to trust docurnents

Figure 5
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Figure 6

Select « Attach Module » to add the PKCS#11 Module (see red circle in Figure 6).

For Smartcard or Signing Stick users, search over the following Path: C:\Program Files\Gemalto\Classic Client\BIN
after the file « gclib.dll » and validate it by clicking on « open ». (Figure 7)

PN Locate a PKCS#11 Modul

S,__Q}'r Computer » 0S(C) » Program Files » GEm»_CIEs\( Client » BIN - —
= ~ S ———————————
Organize »  New folder
& Favorites Mame ’ Date modified Type Size
B Deskiop 2] gek201dxdi 06/11/200910:12  Application extens... 267 KB
8 Downloads 2] geka015xdl 06/11/200910:16  Application extens... 385 K8
] Recent Places 4] gelibl 17/11/20091008  Application extens... 963 KB
%) GemPPM.dI 06/11/200910:01  Application extens... 550 KB
3 Libraries 4] GsafeCsp.dil 02/11/20091504  Application extens... 02 K8
[ Documents %] GUICoredil 28/09/20091302  Application extens 521 KB
& Music 3] MSIAction.dil 01/09/200910:40  Application extens... 367 K8
] Pictures ] pkzpls.di 141220091713 Application extens.. 1959 KB
B videos )] PluginCertificates.dll 06/11/20091349  Application extens..  1543KB
4] PluginDocumentation.dil 28/09/20091339  Application extens... 971 K8
M Computer 4 PlugininformationCard.dil 06/11/20091342  Application extens.. 1436 KB
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Figure 7

Attention Users with Windows 64 bit, please open C:/Program Files 86...

Have your successfully installed the Module, so you will see the following screen,(see Figure 8) which one you can
close and start to sign your documents.
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Figure 8

|  Add Root Certificates into Adobe

Open the Adobe Reader XI and click on the button « Edit » and scroll down to the menu « Protection » and then ” Manage
Trusted Identities... “ (see figure 7):
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Figure 9

Choose « Signatures » on the left side of the screen (see Figure 10).
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Figure 10

Then click on rigth side on “More...” in the Field “Identities & Trusted Certificates”.

21 Digital ID and Trusted Certificate Settings (=3
Digital IDs ﬁ Import ;—=i> Export @A Certificate Details () Remove
Trusted Certificates . .
Mame Certificate Issuer Expires i
Entrust Entrust 2019.09.09 14:57:51 7
Entrust Entrust 20130614 22:10:01 7
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Lasaasial
Figure 10a
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On the Figure 10a you can see if the LuxTrust Global Root CA (DER) is already installed in the List of the Adobe
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This dialog will allow you to select contacts to import into your trusted identities. You can also set the
trust for any certificates associated with the contacts being imported.
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Remove
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LI

Subject Issuer Expires Details ...
Trust
Figure 11

Certificates. If don’t have the certificate installed, so click on “Import”(see red arrow in the figure 10a).

But first download it from our website and save to your Desktop: https://www.luxtrust.lu/fr/simple/191. Then click on
« Browse » (red circle in Figure 12) and select it from you saved space (blue arrow in the figure 12). Then validate the

action by clicking on « open » (see green arrow in the figure 12).
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Choose Contacts to Import @I

This dialeg will allow you to select contacts to import inte your trusted identities, You can also set the
trust for any certificates associaf ith the contacts being imported.

Contacts

Mame Email Remaove

= | uxTrust Global Root
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Search ...

Certificates

This list displays the certificates associated with the currently selected contact.

Subject Issuer Expires Details ...
LuxTrust Global Root LuxTrust Global Root 17/03/2021 09:51:37
Trust ...
e | (o ) o
Figure 13

On the Figure 13 you will find the loaded Certificate, select it now in the category “Certificates” (see Figure 14) and
click on Trust... (see figure 14).

Choose Contacts to Import IEI

This dialeg will allow you to select contacts to impert into your trusted identities. You can also set the
trust for any certificates associated with the contacts being imported.
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Mame Email

LuxTrust Global Root

Remove
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Search ...
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Certificates

This list displays the certificates associated with tiBurrently selected contact.

Subject Issuer
LuxTrust Global Root

Expires

LuxTrust Global Root 17/03/20211 09:51:37

]

Figure 14

The following Window will appear and the hock the square: “Use this certificate as a trusted root” and validate you
action by clicking on “OK”.
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Certificate Details

Subject: LuxTrust Global Root
Issuer  LuxTrust Global Root

Usage: Sign certificate (CA), Sign CRL

Expiration:  17/03/2021 09:51:37

Trust | Policy Restrictions

A certificate used to sign a document must either be designated as a trust anchor or
chain up to a trust anchor in order for signature validation to succeed. Revacation
checking is not performed on or above a trust anchor.

- Use this certificate as a trusted root

¥ signature validation succeeds, trust this certificate for:

Signed documents or data

[l Certified dacuments
Dynamic content
Embedded high privilege JavaScript

Privileged system operations (networking, printing, file
access, etc)

Certificate Details...

Figure 15

Choose Contacts to Import @

This dialog will allow you to select contacts to import into your trusted identities. You can also set the
trust for any certificates associated with the contacts being imported.
Contacts

MName Email Remove

[ LuxTrust Global Root

Certificates
This list displays the certificates associated with the currently selected contact.

Subject Issuer Expires Details ...

LuxTrust Global Root LuxTrust Global Root 17/03/2021 09:51.:

[ Import J’ Cancel

Figure 16

Now click on « Import » and after that you have to shut down Adobe and then restart it all over.
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Il Choose your LuxTrust Certificate to sign a PDF Document

Before you start Adobe Reader please check, if the Smartcards or Signing Sticks are correctly connected and if the
Gemalto Middleware is running.

.1 For Signing Stick or Smartcard Customers

ign Document

Sign As: [ Linuzx Test LuxTrust Test

Certificate ath Key
Linux Test LuxTrust Test

Linwx Test LuxTrust Test < —]
Refresh ID List

. JMewlD ...
LanA est Digialy =igned by Linu Teet LuTrust Test

DORE c=LI, cn=Linu Test LindTnus? Test,
Sh=LunTrust Test, giveniame=Linue Test,

LUXTrUSt serialNumber-1 01016755500 19563576,

emali=iwdrustiest | @gmail.com, tite=Private

Test Diafe: 2012.11.20 1122328 +0100

Figure 17

Click on the little black Arrow (see red Circle in the Figure 17) on the wright side, to view the whole Menu and select
your Name in the second line, in our Example: Linux Test LuxTrust Test (see white Arrow). Then click on “Sign” (see
red Arrow in the Figure 17). After that you will see the Field to enter your Pin Code from your Smartcard or Signing
Stick and you have signed your PDF Document.

If you don’t see your Name, so click on “Refresh ID List”, if this doesn’t helps, so uninstall the Adobe Reader and
reinstall it again and make all the necessary configurations again and try again.
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