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Disclaimer

This document may not be reproduced as a whole or parts of it without the prior written and explicit consent of
LuxTrust S.A. Third party copyrights may exist for parts of this documentation. LuxTrust S.A. declines all responsibility
for direct, indirect, special, incidental or consequential damages to hardware or other damages somehow related to or
resulting from the execution of any advice given in this document. This document is provided “as is” and no provision
is made in terms of fitness for a particular purpose or applicability. By making use of this document the user accepts
using it to its own risk and understands that this document could not be provided without such limitations.
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|  First Steps

Here are the steps explaining how to add the PKCS#11 module in Adobe Reader XI:

Customers, who are using a Signing Stick or a Smartcard, please check if the Gemalto Middleware is correctly
installed and fully functional: https://drivers.luxtrust.lu .

Open the Adobe Reader Xl and click on the button « Adobe Reader » and scroll down to the menu « Preferences »
(see figure 1):

B8 Adobe Reader W[

About Reader
About Adobe Plug-Ins...

Preferences.._.

Services >

Hide Adobe Reader %H
Hide Others N 3H
Show All

Quit Adobe Reader %®Q

Figure 1

The Menu “Preferences” will appear.

Preferences

Categories:
[ Generar )
Page Display

3D & Multimedia
Accessibility

Adobe Online Services

Email Accounts Enhanced

curity
;manc:d Security

Forms (] Enable

Identity

Internet ocations

JavaScript r workflows are negatively impacted by security settings, use Privileged Locations to

Language selectively trust files, folders, and hosts to bypass those security setting restrictions.
Privileged Locations allows you to wark securely while granting trust ta items in your

Measuring (2D} e

Measuring (3D) () Automatically trust documents with valid certification
Measuring (Gea)

Multimedia (legacy)

Multimedia Trust (legacy)
Reading

Reviewing

search

Security

Signatures

spelling

Tracker

Trust Manager | AddFile | [ AddFolderPath | [ AddHost | Remove
Units

What is Enhanced Security? ~ What are Privileged Locations?

| Cancel | OK

Figure 2

Select in the Menu “Security (Enchanced)” and uncheck the the box “Enable Enchanced Security’(see red Arrow in
the Figure 2) and valid your choice by clicking on “OK”.
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Preferences.

Categories:

Digital Signatures

GeEnerar

Page Display

3D & Multimedia
Accessibility

Adobe Online Services
Email Accounts

Forms

Identity

Internet

JavaScript

Language

Measuring (2D}
Measuring (3D}
Measuring (Gea)
Multimedia {legacy)
Multimedia Trust (legacy}
Reading

Reviewing

Search

Security

Security (Enhanced)

Spelling

Creation & Appearance

+ Control options for signature creation
» Set the appearance of signatures within a document

Verification

» Control how and when signatures are verified

Identities & Trusted Certificates

+ Create and manage identities for signing
» Manage credentials used to trust documents

Document Timestamping

» Configure timestamp server settings

| More...

| More...

| More...

o

| Cancel |

Back in the Preferences, select Signatures and click on “more”(see red Circle in the Figure 3).In the next Screen

select « PKCS#11 Modules and Tokens

Figure 3

», (see Figure 4):

o

Security Settings

v Digital 1D
Roaming ID Acoopunl
Digita! 1D Files
Keychain Digital iDs
PHCS#L] Modules ar
Tire SLIMG Servefi

Antach Modube  Dierach b R Refresh

Module & Library Path

Figure 4

After that click on « Attach Module » to load the PKCS#11 Module (see red circle in Figure 5).

| Digital IDs

Digital ID Files
Keychain Digital IDs
[ 3 PKCS#11 Modules ar

Time Stamp Servers

Security Settings

Attach Module § Detach Module e Refresh
Roaming ID Account Stale & |Library Path

LuxTrust 5.A.

JLibrar...1.dylib
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On the next screen type in the following path for the PKCS#11 module (see Figure 6):

(_ Cancel J “

Figure 6

To validate the modification, click on « Ok » (see Figure 6).

|  Add the Root Certificates into Adobe Reader Xl

Open the Adobe Reader XI and click on the button « Adobe Reader » and scroll down to the menu « Preferences»

(see figure 7):

About Reader
About Adobe Plug-Ins...

Preferences... ”

Services >

Hide Adobe Reader #%H
Hide Others L 3#H
Show All

WY Adobe Reader AT

Quit Adobe Reader %®Q

Figure 7

Back in the Preferences, select Signatures and click on “more”(see red Circle in the Figure 8) and select “Trusted

Certificates”(see figure 9).
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Preferences
Categories
—Cemera———————————————— Digital Signatures
Page Display Creation & Appearance
3D & Multimedia » Control options for signature creation [ Mare...
N » Set the appearance of signatures within a document -
Accassibility

Adobe Online Services

Email Accounts Verification

Forms

\dentity « Control how and when signatures are verified [ Mare...
Internet =SS
JavaSeript Identities & Trusted Certificates

Language

Measuring (2D) « Create and manage identities for signing
Measuring (3D) = Manage credentials used to trust documents

Measuring (Geo)

Multimedia {legacy) Document Timestamping

Multimedia Trust (legacy)

Reading + Configure timestamp server settings [ More...
Reviewing

Search

Security

Security (Enhanced)

Spelling

| Cancel | 0K

Figure 8

Check please first if the LuxTrust Global Root CA (DER) is already installed in the List of the Adobe Certificates in
Figure 9.

If the Certificates aren’t installed, please download them form our Website and save them to your Desktop :
https://www.luxtrust.lu/fr/simple/191. Then click on « Import » (red circle in Figure 9).

0006 ‘;lglta] ID aN Trusted Certificate Settings

¥ Digital IDs /Emnr ¢ import )= Export ? Certificate Details €3 Remove

Roaming ID Account
Digital ID Files

Name rtifi <suer |Expires
Adobe Root CA  Adobe Root CA  2023.0...7:23 Z
Keychain Digital IDs  \pyNE €S CA  KEYNE...OOT CA 2020.0...0:00 Z
B PKCS#LL Modulesar gragig A - G2 Staatd..A-G2 2020.0..3:10Z
Trusted Certificates Staat d..oot CA Staatd..oot CA 2015.1..5:38Z
VeriSig...iate CA VeriSig...ty - G3 2019.0...9:59 Z
TCTru. A 7PN 12R-CA 1PN  2012.1..0:00Z

| Close |

Figure 9

Once you have saved you Certificates, click on « Browse » in the Figure 10 and the valid your action by clicking on
“OK” to upload the Certificates.
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Digital ID and Trusted Certificate Settings
v Digital IDs

)’ Edit Trust ﬁ Import ﬁ Export "_,j Certificate Details @ Remove
Roaming ID Account - g
4 Mame 4 Certificate Issuer |Expires
Choose Contacts to Import [ ]
This dialog will allow you to select contacts to import into your trusted identities. You can also set the trust for any certificates associated
with the contacts being imported.
Contacts
Name Email Remove
L Brows | o
| search ... |
Certificates
This list displays the certificates associated with the currently selected contact.
Subject Issuer Expires Details ...
Trust ...
| Help | | Cancel | Import
Figure 10
[ 3
Digital ID and Trusted Certificate Settings
¥ Digital IDs Edit Trust 4™ Import = Export &F Certificate Details  (0) Remove
R 1D Ag t
Roaming [D ACCBUNY yame & |Certificate Issuer_| Expires
Choose Contacts to Import | ]
This dialog will allow you to select contacts to import into your trusted identities. You can also set the trust for any certificates associated
with the contacts being imported.
Contacts
Name Email [ Remove |
LuxTrust roat CA —_—
| Browse ... | o
[ search .. |
Certificates
This list displays the certificates associated with the currently selected contact.
Subject |ssuer Expires Details ..
LuxTrust root CA GTE CyberTrust Global Root 10/18/16 12:40:34 PM
Trust ...
() (Cancel | (e

| —————————————————————————————— |
Figure 11

Click now on the Certificate,(see red Arrow in the Figure 11), so it will appear also in the lower part « Certificates ».

Select it here again and click on “Trust...” (see red Arrow in the Figure 12).
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Digital ID and Trusted Certificate Settings

¥ Digital IDs / Edit Trust %% import =9 Export ,? Certificate Details (&) Remove
Roaming ID Account

MName & | Certificate Issuer | Expires

Choose Contacts to Import

This dialog will allow you to select contacts to import into your trusted identities. You can also set the trust for any certificates associated
with the contacts being imported.

Contacts

Name Email | Remove |
uxTrust root CA

| Browse .. | s
| Search .. |
Certificates
This list displays the certificates associated with the currently selected contact.
|Subject Issuer Expires | | Details ... |
LuxTrust root CA GTE CyberTrust Global Root 10/18/16 12:40:34 PM |7‘
Trust ...

| Help | | cancel |

Figure 12

The Window “Import Contact Settings” will appear, check here “use this certificates as a trusted root’(see green Circle
in the Figure 13).

r
Import Contact Settings
Certificate Details
Subject: LuxTrust root CA
Issuer: GTE CyberTrust Global Root
Usage: Sign transaction, Sign document, Sign certificate (CA), Sign CRL
Expiration: 10/18/16 12:40:34 PM
s
A certificate used to sign a document must either be designated as a trust anchor or
Mg.Up to a trust anchor in order for signature validation to succeed. Revocation
g is not performed on or above a trust anchor.
is certificate as a trusted root
re validation succeeds, trust this certificate for:

v Signed documents or data

E]' Certified documents

[Qf Dynamic content

(# Embedded high privilege JavaScript

ET Privileged system operations {networking, printing, file acces
| Certificate Details... |

| Help | | Cancel |
= _ |

Figure 13

Click on « Import » on the Figure 14 (see green Circle) to finish the configuration.
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Choose Contacts to Import

This dialog will allow you to select contacts to import into your trusted identities. You can also set the trust for any certificates associated
with the contacts being imported.

Contacts

MName Email | | Remove |
[-=]LuxTrust root CA

| Browse ...

v
®
B
o
A
=

Certificates

This list displays the certificates associated with the currently selected contact.

Subject Issuer Expires | | Details ... |
LuxTrust root CA GTE CyberTrust Global Root 10/18/16 12:40:34 PM

| Help | | Cancel |

Figure 14

Close once the whole Adobe Reader before you start to sign PDF Documents.

Il Choose your LuxTrust Certificate to sign a PDF Document

Before you start Adobe Reader please check, please check if the products are correctly connected and if the Gemalto
Middleware is running.

.1 For Signing Stick or Smartcard Customers

Sign Document

Sign As: l Linux Test LuxTrust Test

Certificate ath Key
Linux Test LuxTrust Test

Refresh ID List
. New ID ...
Llnu:ﬂ. =Sl Digitaly signed by Linue Test LuxTrust Test

DORE c=LI, cn=Linu Test LindTnust Test,
Sh=LunTrust Test, giveniame=Linue Test,

LuxTru St serialNumber=101016TE5001256357E,

emall-edrustiest | @gmall.com, tite=Private

Test E:-';TENZ.H.!DI'ZE!‘S{NDJ'

Sign l l Cancel

Figure 15

Click on the little black Arrow (see red Circle in the Figure 15) on the wright side, to view the whole Menu and select
your Name in the second line, in our Example: Linux Test LuxTrust Test (see white Arrow). Then click on “Sign” (see
red Arrow in the Figure 15). After that you will see the Field to enter your Pin Code from your Smartcard or Signing
Stick and you have signed your PDF Document.

If you don’t see your Name, so click on “Refresh ID List”, if this doesn’t helps, so uninstall the Adobe Reader and
reinstall it again and make all the necessary configurations again and try again.
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