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1 Introduction
Overview
Purpose of the LuxTrust PKI
The purpose of LuxTrust PKI is to provide a single shared platform to customers and end-users for securing any type of private or
public sector application via the use of public key certificates and corresponding private keys. Security services supported by the
LuxTrust PKI primarily cover


Strong Authentication



Electronic Signatures



Electronic seals



Trusted Time Stamping



Validation services

Besides provisioning of public key certificates, LuxTrust also promotes these latter services towards application service providers
in order to facilitate the emergence of e-applications.

LuxTrust PKI Hierarchy
LuxTrust S.A., acting as a certificate service provider (CSP) as described in the amended version of Luxembourg Law of 17/07/2020
on electronic commerce, is using several Certification Authorities (CAs) for issuing end-user certificates. In all certificates issued to
CAs, LuxTrust S.A. is referred to as the legal entity being the certificate issuing authority and taking responsibility and liability for all
CAs and related operational processes and services as described in section 1.3.
This responsibility and liability are still valid when LuxTrust S.A., acting as a CSP through any of its CAs, is sub-contracting related
services or parts thereof to third parties. Sub-contracting agreements shall include back-to-back provisions in order to ensure that
sub-contractors shall support liability and responsibility for the sub-contracted provisioned services.

The present document
The present document is the LuxTrust S.A. public statement of the practices applied by the LuxTrust Enterprise CA, also known as
LuxTrust EP CA when issuing certificates. It is therefore named the “LT EP CA Certification Practice Statement” or “LT EP CA CPS”
or, simply “CPS” when used in this document and not explicitly specified differently.
The purpose of the CPS is to describe:


Practices that are common to all certificate types (or policies) issued by LT EP CA and that are related to all certificate life
cycle processes (e.g., issuance, management, revocation, renewal or re-keying, etc.),



Some details of the LuxTrust trustworthy systems and operations, as well as



Some details concerning other business, legal and technical matters, common to all certificate types (or policies).
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The CPS refers and encompasses several so-called Certificate Policies (CPs) that are named sets of rules which indicate the
applicability of a certificate to a particular community and/or class of applications with common security requirements. The purpose
of each CP is to establish what Participants (CAs, and/or component services providers) within the LuxTrust PKI must do in the
context of requesting, issuing, managing and using the type of certificates described in the related CP. The set of rules, requirements
and definitions stated within a CP also determine the level of security and assurance provided by the certificate types that are issued
under the given CP.
All CPs shall include by reference and be compliant to the applicable ETSI certificate policies as defined in the corresponding ETSI
certificate policy standards. Issued LuxTrust certificates shall include the OIDs of the CPs or CPS to which they comply. The
referenced applicable CPs shall refer and reference the CPS.

Document name and identification
The CPS can be identified by any party through the following OID: 1.3.171.1.1.1.11
The CPS OID shall be inserted by reference within each and every Certificate Policy ruled by the LuxTrust CPS.

PKI Participants
The LuxTrust PKI Participants are the legal entities or the set of legal entities that are either using the LuxTrust PKI or providing
LuxTrust PKI (component) services which are required by LuxTrust S.A. to supply certification services and thus acting as CSP,
PKI Participants within the LuxTrust PKI consist in the following categories of actors:


Certification Authorities



Registration Authorities



Subject Device Providers



Subscribers



Relying Parties



Other Participants like
o

CA Factory Services Provider

o

(Qualified) Signature Creation Device (QSCD) Providers

o

Certificate Revocation Status Services Providers

o

Revocation Authorities

o

Dissemination (Publication) and Repository Service Providers

The aforementioned actors are collectively called the PKI Participants. All PKI Participants implement practices, procedures and
controls conforming to the requirements expressed within the CPS and the corresponding applicable CP(s).

LuxTrust proprietary

Page 7

The complete (technical, logical, physical) description of the entire LuxTrust PKI, is fully detailed in LuxTrust S.A. internal confidential
documents.

Certification Authority
For issuing certificates, the LuxTrust EP CA uses a self-signed Certification Authority (CA) that directly issues end-entity certificates.
The legal person (organization) responsible for this CA is LuxTrust S.A. acting as a CSP.
LuxTrust S.A. acting as CSP ensures the availability of all services pertaining to the LuxTrust EP CA including issuance, revocation
and renewal services.
Technical management and operations of the LuxTrust LT EP CA are compliant with the CPS and provided through a CA Factory
Services provider (cf. section 1.3.5.1) supporting disaster recovery capabilities within secure facilities in the Grand Duchy of
Luxembourg.
The component services supporting the LuxTrust EP CA are shared by a given LuxTrust CA domain.

Registration Authorities
Registration Services are delegated by LuxTrust to other parties.
All communications between RA, CAs, and other Service Providers regarding any phase of the life cycle of the certificates are
secured with suitable PKI-based encryption and signing mechanisms in order to ensure confidentiality, mutual authentication and
secure (audit) logging.
The LuxTrust CSP Board will ensure that the general registration services dispositions from the LuxTrust CPS and Certificate
Policies are communicated and enforced through the delegated RA service.
Registration Authority
A Registration Authority (RA) is an entity that performs identification and authentication of certificate applicants and approves or
reject their application. The RA must enter into an RA Agreement with the corresponding LuxTrust issuing CA, whose requirements
include but are not limited to the following activities:


Process all certificate application requests including Identification and Authentication obligations;



Maintain and process all supporting documentation related to certificate applications;



Process all certificate Revocation requests;



Comply with any compliance or audit requirements;



Provide appropriate training for RA personnel; and



Follow a privacy policy in accordance with this CP/CPS and the applicable RA Agreement.

The RA may be authorized by LuxTrust to delegate the certain functions to third parties that meet the requirements of the LuxTrust
CP/CPS.
The RA may operate one or more LRAs and may proceed, under conditions determined and validated by LuxTrust, with the
identification of persons. RA must comply with all the requirements of this CP/CPS and with the terms of its service contract with
LuxTrust.

LuxTrust proprietary

Page 8

The RA is controlled by LuxTrust in order to assure that the end-user’s identification and authentication complies with the procedures
validated by LuxTrust and in conformity with the eIDAS Regulation.
Local Registration Authority
The mission of the Local Registration Authorities (LRA) is to perform registration of the new end-users (Subscribers) and to validate
the certificate and revocation requests from the certified Subscribers when their physical presence is requested.
Within the RA domain, a Local Registration Authority registers and verifies Subscriber’s application data on behalf of the RA. With
regards to registration, LRAs may have direct contact with the Subscribers and must have direct contact with the RA.
The following tasks are performed by Local Registration Authorities:


Registration of end-users subscription to LuxTrust certification services



Revocation of Subscribers’ certificates



Specific customer oriented tasks (while these will be centralized to a maximum, e.g. notification of changes in certified
information or in information supporting certification, request for information, etc.)

The provision of Local Registration Services under the CPS, in compliance with the related LuxTrust CP is enforced through signed
contractual agreement with LuxTrust S.A. acting as CSP. This list of RA/LRA is internally documented

Subscribers
The Subscribers of the CA services in the LuxTrust EP CA domain are


physical persons identified as private persons, or



legal persons in the specific case of eSeal service

In order to be eligible for receiving CA services, the Subscriber shall comply with the requirements related to the certificate
application procedures and to the Subscriber’s obligations and liabilities as stated in the CPS and in the relevant sections of the
applicable CP.

Relying Parties
Relying Parties are entities including physical or legal persons who rely on a certificate and/or a security operation verifiable with
reference to a public key listed in a certificate. Prior to relying on digital certificates for security operations, Relying Parties must
always ensure


The validity of the certificate with regards to algorithms and procedures defined in RFC 5280;



The validity of the certificate through CA Certificate Status Services (e.g., OCSP, CRL).



The context in which the certificate is used with regard to the OIDs of the certificates (See applicable Certificate Policy).

Relying Parties shall also comply with the Relying Parties obligations and liabilities as stated in the CPS and in the applicable CP.
Note: Relying Parties are entities that are not necessarily Subscribers.
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Other Participants
CA Factory Services Provider
The provision of CA Factory Services under the CPS, in compliance with the applicable CPs is ensured by the external providers
supporting LuxTrust activities under a signed contractual agreement with LuxTrust S.A. acting as CSP .
User Device Provider and/or Signature/Seal Creation Device Provider
The provision of physical or legal person users with user devices or with (Qualified) Signature/Seal Creation Devices is ensured by
LuxTrust S.A. and by the external providers supporting LuxTrust activities under a signed contractual agreement with LuxTrust S.A.
acting as CSP.
Certificate Status Services Provider
The provision of Certificate Status Services under the CPS, in compliance with the applicable CPs is ensured by the external
providers supporting LuxTrust activities under a signed contractual agreement with LuxTrust S.A. acting as CSP.
Revocation Authority
The provision of Revocation Authority Services under the CPS, in compliance with the applicable CPs is ensured by the external
providers supporting LuxTrust activities under a signed contractual agreement with LuxTrust S.A. acting as CSP.
Dissemination (Publication) and Repository Services
The CPS, CPs, General Terms and Conditions, and other public LuxTrust CSP-related documents if any and/or CRLs and CA
certificates are available on the LuxTrust Web Site. This interface also enables access to former versions of official documents,
CRLs, CA certificates. Repository Services are provided as described in section 2 of the CPS.

Certificate Usage
A certificate allows an entity involved in an electronic transaction to prove its identity to other participants in that transaction. The
participants are those who have a contractual relationship with the RA that validated the issuance of the certificate and agree to the
use of such a certificate for any transaction carried out within the framework of the services offered by that RA.

Appropriate Certificate Uses
The certificate can only be used in the context of the services offered by the RA to which the OID is assigned.
The applications for which the Certificate is deemed to be trustworthy must be decided by the Relying Parties themselves on the
basis of the nature and purpose (incl. key usage) of the Certificate, including any applicable limitation as written in the Certificate
and in the applicable CP identified by its OID. Complementarily, the relying party must also consider the level of security of the
procedures followed for issuance of the Certificate as described in the applicable CP and in the present LuxTrust CPS.

Prohibited Certificate Uses
Usage of Certificates issued by the LuxTrust CA, other than to support applications identified in sections 1.4.1 and in the applicable
CP is prohibited.
Certificates do not guarantee that the Subject is trustworthy, honest, reputable in its business dealings, safe to do business with, or
compliant with any laws. A Certificate only establishes that the information in the Certificate was verified in accordance with this
CP/CPS when the Certificate was issued
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Relying Parties shall use the LuxTrust Certificate Policy Notice and OID as identified in the certificate to appropriately accept or
reject a certificate usage.

Policy Administration
Organization Administering the CPS and the CP
The Organization administering the CPS and the CP is LuxTrust S.A. acting as Certification Service Provider (CSP) via its LuxTrust
CSP Board, the latter acting as Policy Approval Authority.
The CSP Board is composed of senior management of LuxTrust S.A. The procedure used to add or remove members of the CSP
Board is determined and ruled by internal documents.
The CSP Board is the high level management body with authority and responsibility for approving the LuxTrust Certification Practice
Statement(s) and LuxTrust Certificate Policies
Prior

to

becoming

applicable,

modifications

to

the

CPS

are

announced

in

the

repository

as

available

on

https://repository.luxtrust.com.
The CSP board can be contacted using the following details:
LuxTrust contact information
Contact Person:

CSP Board Contact

Postal Address:

LuxTrust CSP Board
LuxTrust S.A.
IVY Building
13-15, Parc d’Activités
L-8308 Capellen

Telephone number:

+352 26 68 15 - 1

Fax number:

+352 26 68 15 - 789

E-mail address:

cspboard@luxtrust.lu

Website:

www.luxtrust.com

Contact Person
The contact person, designated by LuxTrust S.A., via its LuxTrust CSP Board acting as Policy Approval Authority, is a LuxTrust
CSP Board member.See section 1.5.1 for contact details.

Entity Determining Suitability of CPS for Covered CPs
The Entity determining suitability of the CPS for covered CPs is LuxTrust S.A. acting as CSP, via its LuxTrust CSP Board acting as
Policy Approval Authority.

CPS and Covered CPs Approval Procedure
The Entity approving the CPS and the covered CPs is LuxTrust S.A. acting as CSP, via its LuxTrust CSP Board acting as Policy
Approval Authority. The procedure used to approve documents is determined and ruled by internal documents.
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Definitions
Name

Definition
Refers to Electronic Signature meeting the following requirements:

Advanced Electronic Signature

-

It is uniquely linked to the signatory;

-

It is capable of identifying the signatory;

-

It is created using means that the signatory can maintain under his sole
control; and

-

It is linked to the data to which it relates in such a manner that any
subsequent change of the data is detectable.

Certification Authority (CA)

Authority trusted by one or more users to create and assign certificates. A certification
authority may optionally create the users’ keys.
A file comprising the public key of a user, together with some other information,

Certificate

rendered un-forgeable by digital signature with the private key of the certification
authority which issued it

Certificate Identifier

A unique identifier of a certificate consisting of the name of the CA and of the
certificate serial number assigned by the CA
Named set of rules that indicates the applicability of a certificate to a particular

Certificate Policy (CP)

community and/or class of application with common security requirements. (cf.
section 7)

Certification Practice Statement

Statement of the practices which a certification authority employs in issuing,
managing, revoking, and renewing or re-keying certificates
The interval during which the CA warrants that it will maintain information about the

Certificate Validity Period

status of the certificate; more specifically, the interval between start validity date/time
and end validity date/time

Certificate Revocation List (CRL)

Signed list indicating a set of certificates that are no longer considered valid by the
certificate issuer
An ordered sequence of certificates that, together with the public key of the initial

Certification Path

object in the path; can be processed to validate whether there is a seamless chain of
signatures leading to the final object in the path

Certification Service Provider

An entity or a legal or natural person who issues certificates or provides other
services related to electronic signatures.
An independent entity of assessors, accredited by the national accreditation body of

Conformity Assessment Body

a Member state in accordance with Article 3 (18) of the eIDAS Regulation; carries
out conformity assessments of QTSPs and the qualified trust services they provide
against the requirements of the eIDAS Regulation
A directory entry or other distribution source for CRLs; a CRL distributed through a

CRL Distribution Point

CRL distribution point may contain revocation entries for only a subset of the full set
of certificates issued by a CA or may contain revocation entries for multiple CAs

Device
End Entity

LuxTrust proprietary

A secure user enabling authorized use of a private key pair and providing or enabling
access to the corresponding certificate
A certificate subject that uses its public key for purposes other than signing
certificates
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Cryptographic function that maps a variable length string of bytes to fixed-length
string of bytes, satisfying the following two properties:
-

Hash Function

It is computationally unfeasible to find for a given output an input which
maps to this output;

-

It is computationally unfeasible to find for a given input a second input
which maps to the same output.

Key Pair

Public Key and the corresponding Private Key

Object Identifier (OID)

Sequence of numbers that uniquely and permanently references an object

Online

Certificate

Status

(OCSP) Provider
Public Key
Private Key
Registration Authority
Signature Policy

Protocol

Online trusted source of certificate status information; the OCSP protocol specifies
the syntax for communication between the OSCP server (which supplies the
certificate status) and the client application (which is informed regarding that status).
Key of an entity’s asymmetric key pair that can be made public
Key of an entity's asymmetric key pair that may be used by that entity, but which is
never made public
Registration Authority authorized to register end-user
Set of technical and procedural requirements for the creation and verification of an
electronic signature, under which the signature can be determined to be valid

Signature Policy Identifier

Object Identifier that unambiguously identifies a Signature Policy

Signature Policy Issuer

Organization creating, maintaining and publishing a signature policy

Signature Policy Issuer Name

Name of a Signature Policy Issuer
Process performed by a verifier either soon after the creation of an electronic

Signature Verification

signature or later to determine if an electronic signature is valid against a signature
policy implicitly or explicitly referenced

Signer
Signer’s Identity
Signer's Document
Subject
Subscriber
Trusted Third Party (TTP)

LuxTrust proprietary

Entity that creates an (electronic) signature
Registered name of the signer (as specified by the CP supplying the signer’s
certificate)
Electronic data to which the electronic signature is attached to or logically associated
with
Entity to which a certificate is issued to
Entity that requests and subscribes to a certificate and for which it is either the
Subject or which controls the Subject
Authority trusted (and widely recognized, possibly accredited) by one or more users
to provide Trusted Services such as Timestamping, Certification etc.
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Acronyms
Acronym

Definition

Acronym

Definition

AES

Advanced Electronic Signature

NCP+

Normalized Certificate Policy Plus

ARL

Authority Revocation List

OID

Object Identifier

CA

Certification Authority

OCSP

Online Certificate Status Protocol

CAB

Conformity Assessment Body

PIN

Personal Identification Number

CME

Cryptographic Module Engineering

PKI

Public Key Infrastructure

CP

Certificate Policy

PSF

Professionnel du Secteur Financier

CPS

Certification Practice Statement

RA

Registration Authority

CRL

Certificate Revocation List

RAO

Registration Authority Officer

CSP

Certification Service Provider

RFC

Request for Comments

HSM

Hardware Security Module

RSA

A specific Public Key algorithm invented by
Rivest, Shamir, and Adleman

IETF

Internet Engineering Task Force

SCD

Signature Creation Device

ISO

International Organization for Standardization

SRA

Suspension and Revocation Authority

ITU

International Telecommunications Union

SRAO

Suspension and Revocation Authority Officer

KYC

Know Your Customer

QSCD

Qualified Signature Creation Device

LCP

Lightweight Certificate Policy

URL

Uniform Resource Locator

LDAP

Lightweight Directory Access Protocol

UTC

Coordinated Universal Time

NCP

Normalized Certificate Policy
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2 Publications and Repository Responsibilities
Identification of Entities Operating Repositories
LuxTrust S.A. acting as CSP, is responsible for the publication of the following documents and information:


The CPS (Certification Practice Statement);



The covered CPs (Certificate Policies);



The related subscriber contractual agreements (e.g., General Terms and Conditions, etc.);



The Certification Authority certificates and Certification Paths;



The Certificate Revocation Lists (CRLs);

The aforementioned documents as well as complementary information are available online, publicly accessible at
https://repository.luxtrust.com as described in section 2.2.
Note: Published documents and information can be physically available and managed on repositories that are technically operated
by the external providers supporting LuxTrust activities.

Publication of Certification Information
The LuxTrust CPS covering the practices used by the CA for certificates issuance under the applicable CP is available online on
https://repository.luxtrust.com. This repository shall also contain any other public documents where LuxTrust S.A. acting as CSP
makes certain disclosures about its practices, procedures and the content of certain of its policies, including the CPS, and the
covered CPs. It reserves itself the right to make available and publish information on its policies by any suitable means at any time.
This service is available 24 hours per day, 7 days per week. Upon system failure, service or other factors which are not under the
control of the LuxTrust S.A, LuxTrust S.A. shall make best effort to ensure that this service is not unavailable for longer than 5 days.
By default the Subscriber's certificate is not published by LuxTrust.
Unless otherwise specified in the CP or specifically chosen by the Subscriber in the Subscriber Agreement, the Subscriber does
not agree to the publication of the Certificate in the LuxTrust Public Repository of Certificates immediately on creation. LuxTrust
publishes the digital Certificates that have been accepted to be published by Subscribers and information about these certificates
in (an) online publicly available repositories(y). LuxTrust S.A., acting as CSP, reserves right to publish Certificate status information
on third party repositories. The Subscribers are notified that the CA only publishes information they submit as the information to be
certified in the Certificate.
The CA publishes revocation status information as indicated in section 4.9 of the CPS:


CRLs are published at regular intervals.



An OCSP responder server provides notice on the status of a certificate issued by the CA, upon request from a Relying Party,
in compliance with the IETF RFC 6960.
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The location of the CRL and OCSP responders are given in the individual certificate.

Note: The status information of any certificate as delivered by the OCSP server shall be consistent over time with the information
listed in the CRL in force taking into account different delays in updating the status information for all the methods.
The CA maintains the CRL distribution point and the information on this URL until the expiration date of all certificates containing
the CRL distribution point.

Time of Frequency of Publication
Frequency of Publication of Certificates
Certificates are published following certificate issuance as specified in section 4.3 and 4.4.2 of the present LuxTrust CPS and of the
applicable CP

Frequency of Publication of Revocation Information
The CRLs are published following to the CRL issuance as specified in section 4.9 of the present LuxTrust CPS.

Access Control on Repositories
The aforementioned documents as well as complementary information are available from online publicly accessible website
accessible on https://repository.luxtrust.com as described in section 2.2.
LuxTrust has implemented logical and physical controls to prevent unauthorised modification of the information published in the
repository.
Note: published documents and information can be physically available and managed on repositories that are technically operated
by the external providers supporting LuxTrust activities.
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3 IDENTIFICATION AND AUTHENTICATION
Naming
Types of Names
All Subscribers certificate require a distinguished name that complies with the ITU X.500 standard for Distinguished Names.
See the applicable Certificate Profile for detailed naming rules and for detailed structure of the certificates subject attributes.
Within the LT EP CA domain, the LuxTrust CSP is only authorized to issue the following names in the CA certificates it issues.

LuxTrust Enterprise CA
Country (C)

LU

Organization (O)

LuxTrust S.A.

Common Name (CN)

LuxTrust Enterprise CAx1

Need for Names to be Meaningful
The names used under this CPS shall be meaningful as identifying certificate Subject names. The certificate DN identifies the legal
or the natural person and is built from the identity of the Subject specified in her/his identitiy document provided during the
registration with the RA.

Pseudonymity of Subscribers
LuxTrust may issue pseudonymous end entity certificates if this is not prohibited by the local policy and if applicable name space
uniqueness requirements are met.
Where pseudonyms can be used, identification information is kept confidential and may never be disclosed to third parties except
with the consent of the end user or if the Luxembourg law so provides.
The use of pseudonyms is explicitly stated in the applicable Certificate Profile. If not explicitly stated in the PC, pseudonyms are not
allowed.

Uniqueness of Names
The full combination of the Subject Attributes (Distinguished name) has to be unique per subject. Specific Certificate Profile covered
by the CPS may foresee other means to ensure the uniqueness of the full combination of the subject attributes (Distinguished
Name).
Name uniqueness is not violated when multiple certificates are issued to the same subject.

1

The trailing “x” has is a placeholder for unique version number of the active CA. This number is designated by LT and incremented

during CA renewal.
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Recognition, Authentication, and Role of Trademarks
Except as specifically provided in this CP/CPS, LuxTrust does not verify a subject's right to use a trademark and does not settle
trademark disputes. LuxTrust may refuse any request or require the revocation of any certificate that is part of a trademark dispute.

Initial Identity Validation
Initial Identity validation is part of the certificate application process. The initial identity validation procedures are the specific
identification procedures of the RA with which the customer registers.
At expiration of the Certificates, the same procedures as for the initial identity validation (i.e. revalidation) are followed, unless online
re-key is authorised and performed under the applicable CP
These procedures are available as separate documents internal to the RA and LuxTrust S.A. when they are not explicitly expressed
in the applicable CP.
In order for the requirement to "allow the identification of the signatory" to be met and thus allow the recognition at the advanced
level of a signature produced on the basis of an LCP Certificate, LuxTrust must approve the identification procedure for LCP
Certificate holders submitted by the RA before its implementation.
This identification procedure, validated by the RA and LuxTrust, is the reference used during audits and regular controls carried out
by LuxTrust. It will be produced in the event of a dispute and must be updated in the event of operational changes to the said
procedure.
In order to allow its validation by LuxTrust, the identification procedure implemented by the RA must provide a high level of
assurance on the identity of the Certificate holder.
The RA must collect evidence to verify the person's data and guarantee the identity of that person. Of this evidence, a copy of an
identity document that can be verified from an official source is the minimum requirement.
In order to strengthen the evidence base, the RA may implement additional document checks and/or additional verifications.

Method to Prove Possession of Private Key
Issuing CAs shall establish that each applicant for a certificate is in possession and control of the Private Key corresponding to the
Public Key contained in the request for a certificate. The Issuing CA shall do so in accordance with an appropriate secure protocol,
such as the IETF PKIX Certificate Management Protocol, including but not limited to PKCS#10. This requirement does not apply
where a Key Pair is generated by LuxTrust on behalf of a Subscriber.
LuxTrust may issue certificate for legal person. The Identity of an Organization is required to be authenticated with respect to each
certificate that asserts the identity of an Organization. See the applicable CP for details of the process.

Authentication of Individual Identity
An Individual’s Identity has to be authenticated with minimum assurance in accordance with the class/type of certificate together
with the relevant application data and documentation. The identification is performed through the procedure of RA. These
procedures are available as separate documents internal to the RA and LuxTrust S.A. when they are not explicitly expressed in the
applicable CP.
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Authentication of organisation identity
An organisation’s Identity has to be authenticated with minimum assurance in accordance with the class/type of certificate together
with the relevant application data and documentation. The identification is performed through the procedure of RA. These
procedures are available as separate documents internal to the RA and LuxTrust S.A. when they are not explicitly expressed in the
applicable CP.

Non-verified Subscriber Information
See the applicable CP for details of the process Validation of authority.

Criteria for Interoperation
Not applicable.

Identification and Authentication for Re-key & Update Requests
Identification and Authentication for Ordinary Re-key & Update
Subscribers may request re-key of a certificate prior to a certificate’s expiration.
The requests have to be authenticated, i.e.:
• Either signed by the subscriber by using currently valid private key, associated with unexpired certificate.
• Or confirmed by a Registration Authority.
After receiving a request for re-key, LuxTrust creates a new certificate with the same certificate contents except for a new Public
Key. LuxTrust does not re-key a Certificate without additional Identification and Authentication.

Identification and authentication for Re-key after Revocation
If a Subscriber request a re-key after their certificate has been revoked for any reason other than a renewal, update, or modification,
the Subscriber must undergo the initial Identification and Authentication process prior to rekeying the Certificate.
Identification and authentication procedures for revocation requests related to PKI Participants or organization of PKI Participants
other than Subscribers comply with provisions of the CPS and are detailed in LuxTrust S.A. internal documents.
All revocation requests are authenticated by LuxTrust or the RA responsible for issuing the certificate. LuxTrust may authenticate
revocation requests by referencing the certificate’s Public Key, regardless of whether the associated Private Key is compromised.
A Subscriber may request that her/his certificate has to be revoked by


Authenticating against a LuxTrust Certificate Management System (CMS) and requesting revocation via that system;



Requesting in person the RA, Issuing CA or LuxTrust and by providing an original proof of identification in the form of a valid
ID Document or Passport;



Telephone communication using a pre-existing shared secret, password or other information associated with Subscriber’s
account and with the RA performing an appropriate Identification.

The subject, and where applicable the subscriber, of a revoked certificate, where possible, shall be informed of the change of status
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of the certificate.
The CA makes information relating to the revocation’s status of a certificate available to all parties at all times, as indicated in
sections 4.9 and 4.10 of the CPS.

Identification and authentication for revocation request
Certificate revocation or suspension request may be performed by the subscriber via individual account in My LuxTrust portal. In
this case, subscriber authentication involves re-entering account credentials.
This request can be done via email, phone call or in person with the RA.
When this is done via email, the request shall include the name of the subscriber whose certificate is to be revoked or suspended.
The revocation request is verified by a phone call with the RA who verifies the identity of the person and whether they can revoke
or suspend the subscriber's certificate. If the identity cannot be verified correctly the request is not validated.
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4 CERTIFICATE LIFE-CYCLE OPERATIONAL
REQUIREMENTS
All PKI Participants within the CAs domains, including the Relying Parties have continuous obligation to inform directly or indirectly
the CA


of all changes in both the information that is certified within a Certificate and in the information that has been used to support
the Certificate issuing process, during the operational period of such Certificate, or



of all other purposes that may affect the validity of a Certificate

The CA shall then take appropriate measures for proper correction of the affected information (including revocation of the Certificate
if applicable), ensuring that accurate and correct information is kept by the CA.

Certificate Application
Who Can Submit a Certificate Application
Unless otherwise specified by law, LuxTrust applicable standards, or the applicable CP, applications for end-entity certificates can
be submitted by anyone who complies with provisions set within the RA registration process, the CP/CPS and the LuxTrust enduser agreement. The CA issues and revokes Certificates only on the basis of an authenticated request of the RA, or of LuxTrust
S.A. acting as CSP. Any other entity is excluded unless explicitly specified in the CPS.

Enrolment Process and Responsibilities
For provision of services, LuxTrust S.A. may rely on third party agents under appropriate (sub-) contracting agreements or on third
parties in accordance with national law. Within the context of new Subscriber registration, the RA responsibility is to verify that the
Subscriber is indeed the person she/he claims to be and to validate the information that is requested to be certified as well as the
information needed to support this process. This shall be done in compliance with the rules and practices as stated by the applicable
CP and the CPS.
Certificate Requests must be in a form prescribed by the Issuing CA and typically comprise:


an application form including all registration information as described by this CP/CPS;



secure generation of Key Pair and delivery of the Public Key to LuxTrust;



acceptance of the relevant Subscriber Agreement or other terms of use upon which the Certificate is to be issued;



payment of fees when applicable.

All applications are subject to review, approval, and acceptance by the Issuing CA on its discretion.
All agreements concerning the use of or reliance on Certificates issued within the LuxTrust PKI must incorporate by reference the
requirements of this CPS/CP which may be amended by LuxTrust whenever deemed necessary.
When not specified in the following text, “RA” shall collectively designate the SRA, LRA and their respective Officers.
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LuxTrust RA networks outside the LuxTrust S.A. legal entity are formally bound to the CSP. Before being officially entitled and
operational, all RA Officers are trained and regularly audited by LuxTrust S.A. and when required by any other alternative body, as
provided for by the eIDAS Regulation and Luxembourg national law.

PKI Participants Responsibilities Related to the Enrolment Process
Subscribers’ Responsibilities
By signing the Subscriber Agreement, the Subscriber agrees with and accepts the associated General Terms and Conditions, the
applicable CP, and the LuxTrust CPS. Specifically, the Subscriber hereby gives his/her acceptance to the following responsibilities
related to the enrolment process:


The information submitted during enrolment process by the Subscriber must be valid, up-to-date, accurate, and complete.
Additionally, this information must meet the requirements for the type of Certificate requested, the applicable CP and in
particular with the corresponding enrolment (registration) procedures. The Subscriber is responsible for the accuracy of the
data provided during enrolment process and the RAs will ensure the correctness and accuracy of the submitted information.



The Subscriber must agree to the retention - for a period of ten [10] years from the date of expiry of the last Subscriber
Certificate - of all information used for the purposes of registration, for the provision of a user devices, for revocation or
suspension of the Certificate, and, in the event that the CSP ceases its activities, the Subscriber must also consent for this
information to be transmitted to authorized alternative third parties under the same terms and conditions as those laid down in
this CPS, and in the applicable CP.



The Subscriber hereby acknowledges the rights, obligations and responsibilities of the CSP, and other PKI Participants. These
are set out in the present LuxTrust CPS, in the Subscriber Agreement and in the General Terms and Conditions relating
thereto, and in the applicable CP.
RA Responsibilities

The RA is under an obligation either contractual or regulated by the national law to comply scrupulously with the registration
procedures described in related internal RA procedures assessed by LuxTrust and the requirements of the certificate issuance.
The RA guarantees that


Subscribers are properly identified and authenticated on the basis of the identification criteria specific to the RA concerned.



Any application for Certificates submitted to the CA is complete, accurate, valid and duly authorized, in particular for Certificate
Subject related information when the Subject and the Subscriber of the requested Certificate are different entities.



The RA informs the Subscriber of the terms and conditions for the use of the Certificate.



The RA verifies the identity of the subscriber through direct evidence or attestation from an appropriate and authorised source
and, where applicable, any specific attributes of the subjects to whom a certificate is issued. The evidence submitted may be
in the form of paper or electronic documents (in both cases the RA must validate their authenticity).



The RA ensures the storage of at least one copy of the information provided by the Subscriber during enrolment, particularly
o

A copy of all information used to check the identity of the Subscriber, including any reference numbers on
documentation used for this verification as well as any limitations on its validity
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o

A copy of the contractual agreement signed by the Subscriber, including the latter’s agreement to all obligations
incumbent on her/him.

This information is retained by the RA for a period of ten [10] years from the date of expiry of the last Certificate linked to the
Subscriber’s registration by the RA.


The RA ensures compliance with the requirements relating to the processing of personal data and the protection of privacy
with respect to the Subscriber enrolment process.



The RA ensure the application of clear and appropriate measures with respect to
o

Physical security of the information provided by the Subscriber during enrolment process and, where appropriate, of
the systems concerned;



o

Confidentiality regulations;

o

Logical access to any software;

The classification of and responsibility for this data are treated as of crucial importance, i.e.
o

the data itself (registration data, guidelines and procedures, etc.) in paper form and, where applicable, in electronic
form;

o

The software applications used and their configuration;

o

The equipment (hardware, telecommunications tools, etc.) and their configuration;

o

Physical access to the data (buildings, safes, access controls and conditional access to software, etc.).

The RA guarantees that these items are managed and stored in such a way as to avoid any repercussions as a result of a loss of
confidentiality, integrity as well as availability of this data.
CA Responsibilities
Please refer to section 1.3.1 of the CPS.

Certificate Application Processing
Performing Identification and Authentication Functions
The RA performs the Subscribers identification and authentication and guarantees the accuracy at the time of registration of all
information contained in the certificate request.

Approval or Rejection of Certificate Applications
After receiving a Certificate Application, LuxTrust or a RA verifies the application information and other information in accordance
with this CP/CPS.

LuxTrust proprietary

Page 23

If a RA assists in the verification, the RA must create and maintain records sufficient to establish that it has performed its required
verification tasks and communicate the completion of such performance to LuxTrust. When verification is complete, LuxTrust
evaluates the corpus of information and decides whether or not to issue the Certificate.
LuxTrust, in its sole discretion, may refuse to issue a Certificate, without incurring any liability for loss or for damages arising from
such refusal. LuxTrust reserves itself the right to not disclose reasons for such a refusal. Rejected Applicants may re-apply.

Time to Process Certificate Applications
LuxTrust undertakes reasonable efforts to confirm the information in the Certificate Request and to issue the corresponding
Certificate within a reasonable period of time, this being dependent on the Requestor providing the necessary details and documents
in due time. Events beyond the control of LuxTrust may delay the issuance process.

Certificate Issuance
CA Actions During Certificate Issuance
Actions performed by the CA during the issuance of the Certificate are described within and ruled by the present LuxTrust CPS,
and in the applicable CP.
A CA issuing end-entity certificates validates and ensures the uniqueness of each certificate it issues using the
certificateSerialNumber field of each certificate. According to the certificate Profile described in the applicable CP, the CA may
perform additional specific checks and/or validations regarding the content, format or other peculiarities of the certificate request.
The CA authenticates the signed certificate request and only accepts a request sent by an authorized and identified RA, unless
explicitly instructed otherwise by LuxTrust S.A. acting as CSP, while comprehensive request documentation applies (initial
registration procedure for PKI Officers as Chief LRAO, etc.).

Notification of the Subscriber by the CA upon Certificate Issuance
Depending on the type of Certificate, LuxTrust may notify the Subscriber of the issuance of a Certificate to the email address that
was provided by the Subscriber during the registration process or by any other equivalent method. The email may contain the
Certificate itself or a download link depending on the workflow of the requested Certificate.

Certificate Acceptance
Conduct Constituting Certificate Acceptance
The Certificate is deemed to be accepted by the Subscriber, depending on wheter the Subscriber downloads, installs, or otherwise
takes part in delivery of the Certificate; or 8 days have passed since the issuance of the Certificate; or the first used by the
Subscribre, whichever occurs first. The Subscriber is responsible for ensuring the accuracy of the content of the Certificate. The
Subscriber must immediately notify LuxTrust S.A. acting as CSP of any inconsistency the Subscriber has noted regarding
information in the Subscriber Agreement and the content of the Certificate.
Objections regarding acceptance an issued Certificate are notified via the RA for the purpose of requesting the CA to revoke the
Certificate and take the appropriate measures to enable the reissuing of a Certificate. The procedure used for this purpose is
described in section 4.9 of the CPS. This is the sole option available to the Subscriber in the event of non-acceptance.
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Publication of the Certificate by the CA
Once the Certificate has been issued by the CA, unless otherwise specified in the CP or specifically chosen by the Subscriber in
the

Subscriber

Agreement,

the

Certificate

is

not

published

in

the

LuxTrust

Public

Repository

of

Certificates

(https://directory.luxtrust.lu).

Notification of Certificate Issuance by the CA to Other Entities
RAs, LuxTrust and other entities may be informed of the issuance if they were involved in the initial enrollment.

Key pair and certificate usage
Subscriber Private Key and Certificate Usage
By signing the Subscriber Agreement, the Subscriber accepts to the following responsibilities related to the Subscriber private key
and Certificate usage:


In using the Key Pair, the Subscriber must comply with any limitations indicated in the Certificate, in the applicable CP or in
applicable contractual agreements.



In accordance with the CPS and with the applicable CP, the Subscriber must protect the Private Key and its Activation Data at
all times against compromise, loss, disclosure, alteration or any otherwise unauthorized use. Once the Private and Public key
pair has been delivered to the Subscriber, the Subscriber is personally responsible for ensuring the confidentiality and integrity
of the Key Pair. The Subscriber is the sole user of the Private Key. The Private Key Activation Data (e.g. an Activation Code,
PIN-code or password(s)) used to prevent unauthorized use of the Private Key must neither be kept at the same place like the
Private Key itself, nor alongside the corresponding storage medium. Nor must it be stored without adequate protection. The
Subscriber must never leave the Private Key or the Private Key Activation Data unattended when it is not locked (e.g. like
leaving it unattended in a work station when the PIN code or password has been entered).



The Subscriber has sole liability for the use of the Private Key. The CA or LuxTrust S.A. acting as CSP is not liable for the use
made of the Key Pair belonging to the Subscriber or for any damage resulting from misuse of the Key Pair.



The Subscriber shall refrain from tampering with a Certificate.



The Subscriber shall only use Private Key and Certificate for legal and authorized purposes in accordance with the applicable
CP, the Subscriber Agreement and the CPS, and as it may be reasonable under the circumstances.



The Subscriber must ask the CSP to revoke the Certificate as required pursuant to the applicable CP and the CPS and in
particular when
o

The Private Key of the Subscriber is lost, stolen or potentially compromised; or,

o

The Subscriber has no longer sole control over the Private Key, e.g. because the Private Key Activation Data has
been compromised or due to any other reason2; and/or,

2

Loss of the Private Key Activation Data shall lead to the revocation of the concerned Certificates and Certificates re-key can be

applied (see section 4.9 and 4.7 respectively).
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o

The certified data has become inaccurate or has changed in any way (e.g., if the information submitted during the
enrolment process as proof of professional status becomes obsolete, fully or in part)

The Certificate revocation process is then started immediately. The revocation process and procedures are set out in section 4.9 of
the CPS.

Relying Party Public Key and Certificate Usage
Relying Parties providing services or directly relying on Certificates issued in accordance with the applicable CP and the CPS must
perform the following and assume the responsibility for the following:


Successfully perform public key operations as a condition of relying on a Certificate, compliant with X.509, IETF RFCs, and
other applicable standards;



Validate a Certificate by using the CA’s Certificate Revocation Lists (CRLs), OCSP or web based Certificate status services in
accordance with the Certificate path validation procedure (see also section 4.9.6);



Un-trust a Certificate when it has expired or been revoked;



Rely on a Certificate only for appropriate applications (and context) as set forth in the applicable CP, taking into account all the
limitations on the use of the Certificate specified in the Certificate, the applicable contractual documents and the applicable
CP.



Take all other precautions with regard to the use of the Certificate as set out in the applicable CP or elsewhere, and rely on a
Certificate as it may be reasonable under the circumstances;



Assent to the terms of the applicable Relying Party Agreement as a condition of relying on a Certificate.

Certificate Renewal
The certificates cannot be renewed using the existing keypair.

Certificate Re-key
Certificate Re-Key consists of creating a new Certificate with a new Public Key and certificate serial number while keeping the same
information about the subject.
Unless otherwise specified in the applicable CP, certificate re-key is foreseen under specific conditions e.g. for certificates issued
to natural persons under the LuxTrust EP CA.
LuxTrust will accept re-key requests from the certificate subject, an authorized representative for an organizational certificate or the
nominated RA. LuxTrust may initiate a new certificate key at the request of the certificate subject or at the discretion of LuxTrust.
Each time when a rekey is performed, the Subscriber will request a new certificate. The goal of the rekey is to align a subject’s
certificate public key with his/her new private key.
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The certificate with the aligned public key replaces and supersedes the other certificate. At certificate rekey, when the previous
certificate is to be revoked, a notification is sent to the subject letting him / her know that his / her certificate has been revoked and
replaced by a rekeyed one.

Certificate Modification
The Subscriber must immediately inform the RA or LuxTrust S.A. acting as Certification Services Provider of any changes to the
data on the Certificate, or when the certified data has become inaccurate or has changed in any way. Through the RA, the Subscriber
must ask the CSP to revoke the Certificate. The Certificate revocation process is then started immediately. The revocation
procedures are set out in Section 4.9 of the CPS.
In case the Subscriber wants to change the certified information, or has requested the revocation of her/his Certificate and wishes
a new Certificate, the Subscriber shall perform a full Certificate application as performed during the initial certification process (see
section 4.1 of the CPS).

Certificate Revocation and suspension
The revocation or suspension processes are managed by the RA towards the CA which technically revokes a Certificate.
A Certificate status can be valid, suspended or revoked. The revocation process is irreversible. Once revoked, the Certificate cannot
be un-revoked.
RAs shall in any case intervene in this process when the physical presence of the requestor is required. LuxTrust shall in any case
intervene in this process when the physical presence of the certificate status change requestor is not required. These processes
can be either:


On the initiative of the Subscriber itself, or



On the initiative of a duly authorized person.

It is important to note that LuxTrust may initiate a revocation or suspension process in case of doubt on the sanity of an end-user.
This also applies to other authorized PKI Participants as defined in the CPS. LuxTrust is also service provider for the financial sector
(PSF) and is consequently according to Luxembourg law in possession of specific blacklists. It is an obligation for LuxTrust to initiate
revocation or suspension whenever necessary according to the PSF rules.
The Subscriber, the RA or LuxTrust S.A. may apply for revocation or suspension of the Certificate. The subject, and where applicable
the subscriber, of a revoked or suspended certificate, where possible, shall be informed of the change of status of the certificate.

Circumstances for Revocation
The Subscriber must ask the CSP to revoke the Certificate as required pursuant to the CPS in particular if


The Private Key of the Subscriber is lost, stolen or potentially compromised; or,



The Subscriber no longer has “sole” control of the Private Key because the Private Key Activation Data (e.g. PIN code) has
been compromised or for any other reason; or,
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The certified data is not reflecting the certificate request as verified by the Subscriber in the acceptance period following the
issuance (see section 4.4.1 of the CPS); or,



The certified data has become inaccurate or has changed in any way (e.g. when the information submitted during the enrolment
process as proof of professional status becomes obsolete, fully or in part).

LuxTrust or the RA will immediately request the revocation of the Certificate upon being notified by the Subscriber, the certificate
will then be revoked within 24 hours
LuxTrust always revokes a Certificate if the binding between the subject and the subject’s Public Key in the Certificate is no longer
valid or if an associated Private Key is compromised or if the certificate is no longer compliant with the CP under which it has been
issued

Who can Request Revocation
Revocation can be requested by the Subscriber, or any appropriately authorized party, such as a recognized representative of a
Subscriber, under the circumstances and conditions as set in the applicable CP and the CPS.
Under specific circumstances, LuxTrust S.A. acting as CSP may request revocation of any Certificate in accordance with the CPS.
E.g. specific circumstances may be that a LuxTrust Certificate Subscriber appears in a blacklist as defined by and in accordance
with the PSF rules.
The CA revokes a Certificate immediately only upon revocation request coming from the RA and having been approved by LuxTrust.

Procedure for Revocation Request
The Subscriber has to request the revocation or suspension by contacting his RA or LuxTrust. The revocation of a Certificate is
irreversible.
a)

Condition: The requestor is still in possession of the certificate (and the related private key) to revoke and that certificate is
still valid.
Process: The requestor can revoke the certificate 24/7 over the LuxTrust website under https://revoke.luxtrust.lu for the
available devices displayed under this link. The requestor must authenticate to the online revocation service using the
certificate that is to be revoked. Additionally, the requestor must provide a valid revocation challenge (located on his LuxTrust
Codes document) and sign the request with the certificate. Upon successful completion of the process, the revocation is
executed immediately.

b)

Condition: The revocation requestor knows the personal information related to his certificate.
Process: The revocation requestor contacts LuxTrust SRA to revoke a Certificate. When the SRA 24/7 Hotline receives the
request, it will register the details and authenticate the revocation requestor through the various personal data.


If the personal secret information (personal data, question/answer, device ordering information, etc.) are correct, the
SRA Hotline will revoke the Certificate.



If the personal secret information (personal data, question/answer, device ordering information, etc.) are not correct, the
SRA performs no change on the validity status of the Certificate.

c)

Condition: The revocation requestor can be authenticated through personal identity documents such as ID card, passport, or
any document that complies with.
Process: The revocation requestor may request a Certificate revocation in person at the RA. When the RA receives the
request, it will register the details of the revocation requestor and authenticate the requestor through identity documents. The
revocation requestor will need to fill a revocation request form and sign it.
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If the revocation requestor can be properly identified and the revocation request form is properly filled out and signed, the
RA will revoke the Certificate.



If the revocation requestor cannot be properly identified or the revocation request form is not properly filled out or signed,
the RA performs no change on the validity status of the Certificate.

Revocation Request Grace Period
LuxTrust S.A. acting as CSP performs revocation as soon as reasonably practical, to ensure that the timespan needed to process
the revocation request and to publish the revocation notification (resulting in a CRL) is minimized. The precise issuance time of the
revocation data is specified in section 7 of the present document.

Time within Which the CA Must Process a Revocation Request
The maximum delay between the receipt of the revocation or suspension request and the update of the Certificate status information
is at most 24 hours.

Revocation checking requirement for Relying Parties
Relying Parties must use online resources that the CA makes available through its repository to check the status of a Certificate
before relying on it. The CA updates OCSP and CRLs service accordingly.

CRL Issuance Frequency and CSP Response Validity Period
CRLs
A CRL is issued on a periodical basis at an agreed time. CRLs are signed and time-marked by the CA response. The validity period
is defined in section 7 of the present CPS.
Every CRL is stored, archived and is available for retrieval for ten [10] years upon request. Recovery of CRLs older than 12 months
may be subject to retrieval and administration fees as stated in section 9.1 of the CPS.
OCSP
An OCSP service is available for certificate status validation with its validity period being determined by the applicable PKI standards.
Information regarding requests and responses are retained for a period of ten [10] years.

Maximum Latency of CRLs or OCSP Requests
Not applicable.

Online Revocation Status Checking Availability
The CA makes Certificate status services including CRLs and OCSP available. While the primary objective of the CA is to provide
access to its public repositories free of charge, LuxTrust S.A. reserves the right to charge for publication services such as the
publication of Certificate status information (e.g. high volume/bandwidth connections, third party databases, private directories, etc.)
and/or to restrict access to value added Certificate status information services or restrict automated access to CRLs. Where
applicable, the URL for the OCSP responder may be found within the Authority Information Access (AIA) extension of the Certificate.
The URL for the CRL may be found within the applicable CRL Distribution Point extension of the Certificate.
Certificate revocation status services are available 24 hours per day, 7 days per week. Outside system maintenance windows,
system failure or other factors which are not under the control of the CA, the CA shall make best endeavors to ensure that the
uptime of these services exceeds 99%.
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Online Revocation Checking Requirements
See section 4.9.6 of the CPS.

Other Forms of Revocation Advertisements
Not applicable

Special Requirements Regarding Key Compromise
Not applicable

Certificate Status Services
Operational Characteristics
See section 4.9.7 of the CPS.

Service Availability
See section 4.9.9 of the CPS.

Optional Features
Not applicable.

End of subscription
A Subscriber’s subscription service ends if its Certificate expires or if it is revoked or if the applicable Subscriber Agreement expires
without renewal.

Key escrow and recovery
Subscriber’s key escrow and key recovery are not allowed.
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5 FACILITY,
CONTROLS

MANAGEMENT,

AND

OPERATIONAL

The management, operational, procedural, personnel and physical (non-technical security) controls that are used by LuxTrust S.A.
with regards to its CAs and the other PKI Participants other than Subscribers and Relying Parties to securely perform the functions
of key generation, subject authentication, certificate issuance, certificate revocation, auditing and archiving are compliant with the
following technical standards:


ETSI EN 319 411-1 Policy and security requirements for Trust Service Providers issuing certificates; Part 1: General
Requirements



ETSI EN 319 411-2 Policy and security requirements for Trust Service Providers issuing certificates; Part 2: Requirements for
trust service providers issuing EU qualified certificates

These controls are further described and ruled by the next sub-sections.
LuxTrust S.A. carries out a risk assessment to evaluate business risks and determine the necessary security requirements and
operational procedures. This risk analysis performed with the full support and collaboration of all component services providers and
is regularly reviewed and revised if necessary. This risk analysis is available as an internal document at LuxTrust S.A. or at the
service provider, the subcontracting trust service provider.
LuxTrust S.A., acting as CSP including activities, provides direction on information security through information security policy to all
personnel who are impacted by the policy.
This information security policy is implemented with the full support and collaboration of all component services providers and is
regularly reviewed and revised if necessary. Appropriate systems, infrastructures and measures for quality and information security
management are implemented and maintained at all times. Any changes that would impact on the level of security provided must
be approved by LuxTrust S.A. The LuxTrust information security policies as well as documentation on security controls and operating
procedures are available as separate and internal documents at LuxTrust S.A.
LuxTrust S.A., acting as CSP, ensures implementation and maintains appropriate level of protection to its assets and information
systems. For this purpose LuxTrust S.A. maintains an inventory of all information assets and assigns a classification for the
protection requirements to those assets consistent with the risk analysis.
LuxTrust information security management is guided by and compliant with ISO /IEC 27002.

Physical Controls
LuxTrust S.A. acting as CSP implements and ensures implementation of physical security controls on all sites and premises, either
own, leased or rented, that are used to support its certification services. Controls are implemented to avoid loss, damage or
compromise of assets and interruption to business activities, and to avoid compromise or theft of information and information
processing facilities.
Detailed descriptions of the secure sites and premises that are used by LuxTrust S.A. to provide certification services, as well as
Access Control Security Policies are available in LuxTrust S.A. internal documents.
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Site Location and Construction
LuxTrust performs its CA operations from secure and geographically diverse commercial datacenters located in Luxembourg. The
datacenters are equipped with logical and physical controls that make LuxTrust CA operations inaccessible to non-trusted
personnel. LuxTrust operates under a security policy designed to detect, deter, and prevent unauthorized access to LuxTrust’s
operations.

Physical Access
Physical access is restricted by implementing mechanisms to control access from one area of the facility to another or access into
security zones, such as locating CSP operations in a secure computer room physically monitored and supported by security alarms
and requiring movement from zone to zone to be accomplished using a token, and/or biometric readers and access control lists.
The secure areas on LuxTrust secure sites and premises are regularly inspected to verify that access control systems are always
operational and running. Intrusion detection, monitoring and logging systems shall also be implemented in all sites for all secure
areas.
Strict access control is enforced to all secure areas. Access to the secure areas is limited to authorized personnel listed on an
access list, which is subject to audit and control.

Power and Air Conditioning
Power and air conditioning operate with a high degree of redundancy in secure areas.

Water Exposures
Secure areas are protected from any water exposures.

Fire Prevention and Protection
Secure areas benefit from appropriate prevention and protection measures against fire exposures.

Media Storage
Media are stored securely. Backup media are securely stored in a separate location from the original media location. All media
storage areas are protected from fire and water exposure and damages.

Waste Disposal
Waste disposal is securely implemented in order to prevent unauthorized disclosure of sensitive data. Cleaning operations, as well
as other types of operations not directly linked to the certification services operations, are be strictly monitored and implemented in
order to prevent unauthorized actions and/or disclosure of sensitive data.

Off-site Backup
Backup media are securely stored in a separate location from the original media location and are protected against fire and water
exposure. LuxTrust S.A., acting as CSP, implements the necessary measures to ensure a full and automatic recovery of its services
in case of a disaster, corrupted servers, software or data. Backup and Disaster recovery sites are located in separate premises
sufficiently distant from the primary locations and benefit from equivalent security measures.

LuxTrust proprietary

Page 32

Procedural Controls
CA activities ensure that CA systems are secure and correctly operated with minimal risk of failure in strict compliance with technical
standards EN 319 411-1 and -2 when this latter document imposes higher requirements, and in particular for operations
management, system access management, trustworthy systems deployment and maintenance, business continuity management
and incident handling.

Trusted Roles
All members of the personnel staff that involved for the provision of the LuxTrust certification are either employees of LuxTrust S.A.
or authorized and qualified personnel of sub-contracting entities providing sub-contracted certification services.
All members are subject to personnel and management practices that LuxTrust S.A. follows to provide reasonable assurance of the
trustworthiness and competence of the staff members within the fields of electronic signature-related technologies.
LuxTrust S.A. acting as CSP obtains a signed statement from each member of the staff on not having conflicting interests with the
CSP, maintaining confidentiality and protecting personal data.
All members of the staff operating certificate, key management operations acting as officers of either Registration Authorities,
Revocation Authorities, Security Officers, System Operators, System Administrators and System Auditors or any other operational
roles that materially affect such operations, and members of the LuxTrust CSP Board are considered as serving in a trusted position.
LuxTrust S.A. acting as CSP ensures that


All tasks, roles and responsibilities with respect to the LuxTrust certification service are
o

Described in job descriptions and made available to the concerned personnel. These job descriptions are defined from
the point of view of segregation of duties and least privileges, determining position sensitivity based on the duties and
access levels, background screening and employee training and awareness, and differentiating between general
functions and CA specific functions.

o


Allocated to the system of the CSP and/or to the member of the staff according to its trusted role.

All actions with respect to the LuxTrust certification service can be attributed to the system of the CSP and/or to the member
of the staff that has performed the action.



Personnel shall exercise administrative and management procedures and processes that are in line with the LuxTrust
information security management procedures.



Appointment to trusted roles is such that the possibility of fraud is minimized.



CA personnel are formally appointed to trusted roles by senior management responsible for security or compliance.

Number of Persons Required Per Task
Where dual control is required at least two trusted staff members need their respective and split knowledge in order to be able to
proceed with the on-going operation.
For tasks related to critical CA functions such as but not limited to key management and in particular CA key generation, more than
two persons are required for extended security and control reasons.
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Identification and Authentication of Each Role
A LuxTrust credential (e.g., a LuxTrust Smart Card with LuxTrust NCP+ certificates as a minimum) is issued to each member of the
personnel staff in order to ensure proper identification and authentication prior being allowed to perform any trusted action.
As stated in section 5.2.1, LuxTrust S.A. acting as CSP ensures that all actions with respect to the LuxTrust certifications services
can be attributed to the system of the CSP and/or to the member of the staff that is assigned to perform the action.

Roles Requiring Separation of Duties
All audit and/or control roles are performed with regards to the separation of duties versus the audited and/or controlled role.

Personnel Controls
Personnel security controls are documented in a policy and include the topics covered by the next sub-sections.

Qualifications, Experience, and Clearance Requirements
Managerial personnel possess expertise and training in electronic signature technology and familiarity with security procedures for
personnel with security responsibilities and experience with information security and risk assessment sufficient to carry out
management functions.
LuxTrust S.A. ensures that all members of the personnel staff that are involved for the provision of the LuxTrust certification whether
employees of LuxTrust S.A. or authorized and qualified personnel of sub-contracting entities providing sub-contracted certification
services are checked regarding qualifications, expert knowledge, experiences and clearance needed and as appropriate to fill
trusted roles and to perform the related specific job function. Such checks are specifically directed towards


Misrepresentations by the candidate;



Appropriateness of validated references;



Any clearance as deemed appropriate.

Background Check Procedures
LuxTrust S.A. acting as CSP makes or ensures that the relevant checks are performed to prospective personnel by means of status
reports issued by a competent authority, third-party statements or signed self-declarations.

Training Requirements
LuxTrust S.A. acting as CSP makes or ensures that the relevant trainings are provided to members of the LuxTrust personnel staff
to carry out their specific job functions related to the provision of the LuxTrust certification services.

Re-training Frequency and Requirements
After completion of initial training, periodic (at least yearly) training updates are performed to all categories of members of LuxTrust
personnel staff to establish continuity and updates in the knowledge of the personnel and in procedures.

Job rotation Frequency and Sequence
Not applicable
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Sanction for Unauthorized Actions
LuxTrust S.A. acting as CSP sanctions or ensures that relevant sanctions are provided to members of the LuxTrust personnel staff
for policies or procedures violations, unauthorized actions, unauthorized use of authority and unauthorized use of systems for the
purpose of imposing accountability on the CSP personnel, as it may be appropriate under the circumstances. This may include
among others revocation of privileges, administrative discipline and/or criminal pursuit.

Independent Contractor Requirements
Independent LuxTrust S.A. subcontractors and their personnel are subject to the same background checks as the CSP personnel.

Additional Requirements Regarding LuxTrust S.A. Subcontractors
Selected LuxTrust S.A. subcontractors for provision of LuxTrust certification services must particularly provide proof of their PSF
status (PSF: Professionnel du Secteur Financier – Financial Sector Professional as defined by the Grand Duchy of Luxembourg
Law) where applicable.

Documentation Supplied to Personnel
LuxTrust S.A. acting as CSP makes the relevant documentation or ensures that the relevant documentation are provided to
members of the LuxTrust personnel staff to carry out their specific job functions related to the provision of the LuxTrust certification
services. Documentation distribution shall occur during initial training, re-training and whenever otherwise appropriate.

Audit Logging Procedures
Type of Events Recorded
Audit logging procedures include event logging and systems auditing, implemented for the purpose of maintaining a secure
environment. LuxTrust S.A. acting as CSP implements or ensures the following controls being implemented:


All events relating to the life-cycle of CA keys are recorded;



The LuxTrust CAs event logging systems record events related to certificate lifecycle operations including but not limited to:



o

Issuance of a certificate;

o

Revocation of a certificate;

o

Automatic revocation;

o

Publishing of a CRL;

All other LuxTrust certification services are equipped with event logging systems that record events related to any operation
performed on behalf of the component services.



LuxTrust S.A. acting as CSP audits all event-logging records. Audit trail records contain
o

The identification of the operation;

o

The date and time of the operation;
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o

The identification of the Certificate, involved in the operation;

o

The identity of the transaction requestor.

In addition, LuxTrust S.A. acting as CSP maintains or ensures maintenance of internal logs and audit trails of relevant
operational events in the whole infrastructure whatever the component service, including, but not limited to:
o

Start and stop of servers;

o

Outages and major problems;

o

Physical access of personnel and other persons to sensitive parts of any secure site or area;

o

Back-up and restore;

o

Report of disaster recovery tests;

o

Audit inspections;

o

Upgrades and changes to systems, software and infrastructure;

o

Security intrusions and attempts at intrusion.

Other documents that are required for audits include:


Infrastructure plans and descriptions;



Physical site plans (including but not limited to secure areas) and descriptions;



Configuration of hardware and software;



Personnel access control lists.

LuxTrust S.A. acting as CSP ensures that the precise time all events, records and documents listed above are recorded. The precise
time of significant CA environmental, key management and certificate management events are supported by LuxTrust S.A. TimeStamping services.
LuxTrust S.A. acting as CSP ensures that designated personnel reviews log files at regular intervals and detects and reports
anomalous events. Log files and audit trails are archived for inspection by the authorized personnel of LuxTrust S.A., of the CA
Factory services provider, of the RAs and designated auditors as described in internal documents.
Auditing events are not given log notice.

Frequency of Log Processing
Audit logs are processed continuously and/or following any alarm or anomalous event. Audit logs are archived continuously.

Retention Period for Audit Log
Audit log are kept for a minimum of ten [10] years.
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Protection of Audit Log
The log files are properly protected by an access control mechanism. Only certain LuxTrust Trusted Roles authorized and auditors
can have access to audit logs. Appropriate protection against modification and deletion of the audit logs is implemented such that
no one may modify or delete audit records except for transfer to long term media for archiving purposes.

Audit Log Backup Procedures
Log files and audit trails are backed up according to internal procedures.

Audit Collection System
Audit systems are an integral part of the CA.

Notification to Event-Causing Subject
If required, LuxTrust notifies the originator of the audit event.

Vulnerability Assessment
Vulnerability assessment related to the audit log systems is part of the risk analysis carried out by LuxTrust S.A. and available as a
separate internal and confidential document.

Records Archival
Type of Records Archived
LuxTrust S.A. acting as CSP keeps internal records or ensures the archival, in a trustworthy manner, of the following items:


All certificates for a period of a minimum of 10 years after the expiration of that certificate;



Audit trails on the issuance of certificates for a period of a minimum of 10 years after issuance of a certificate;



Audit trail of the revocation of a certificate for a period of a minimum of 10 years after revocation of a certificate;



CRLs for a minimum of 10 years after publishing;



The very last back up of a CA archive for 10 years following the issuance of the last certificate by this CA;



RA securely stores and archives the Subscriber’s application related information in an appropriate secure location according
to the requirements laid down in relevant sections of the CPS and the applicable CP. This archiving is done on paper-based
and/or electronically collected information for a minimum of 10 years following registration.

LuxTrust S.A. acting as CSP keep archives or ensure that archives are kept in a retrievable format. Archives are accessible to the
authorized personnel of LuxTrust S.A., of the CA Factory services provider, of the RAs and designated auditors as described in
internal documents. Archives are made available to provide evidence of the correct operation of the services for the purpose of legal
proceedings.

Retention Period for Archive
See section 5.5.1.
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Protection of Archive
LuxTrust S.A. acting as CSP ensures


implementation of proper copy mechanisms to prevent data loss or data access loss over time and,



that the confidentiality and integrity of the archive and its physical storage media is maintained during its retention period,



that records concerning certificates are completely and confidentially archived in accordance with the CPS.

Archives are accessible to the authorized personnel of LuxTrust S.A., of the CA Factory services provider, and designated auditors
as described in internal documents.

Archive Backup Procedures
See section 5.5.3.

Requirements for Time-Stamping of Records
LuxTrust S.A. acting as CSP ensures that the precise time of archiving all events, records and documents listed in section 5.4 and
5.5 is recorded. This is accomplished through accurate NTP synchronization of all systems.

Archive Collection System
Archive collection systems are internal to the component service or legal entity operating the component service.

Procedure to Obtain and Verify Archive Information
Archives are accessible to the authorized personnel of LuxTrust S.A., of the CA Factory services provider, of the RAs and designated
auditors as described in internal documents. Records are retained in electronic or in paper-based format.
The Certificate Subject, and within the constraints of data protection requirements the Subscriber, may access to related registration
records and other information relating to the Certificate Subject.

Key Changeover
Key changeover is not automatic, but procedures enable the smooth transition from expiring CA Certificates to new CA Certificates.
Towards the end of the CA Private Key’s lifetime, LuxTrust ceases using its expiring CA Private Key to sign Certificates (well in
advance of expiration) and uses the old Private Key only to sign CRLs and OCSP responder Certificates associated with that key.
A new CA signing Key Pair is commissioned and all subsequently issued Certificates and CRLs are signed with the new private
signing key. Both the old and the new Key Pairs may be concurrently active.

Compromise and Disaster Recovery
Incident and Compromise Handling Procedures
The applicable and appropriate incident and/or compromise reporting and handling procedures, disaster recovery procedures and
Business Continuity Plan have been established and are available as a separate internal document. All such procedures are
compliant against ISO/IEC 27001 and ISO/IEC 27002 standard. All incident and/or compromise Events are documented and any
associated records are archived.
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Computing Resources, Software, and/or Data That Are Corrupted
LuxTrust S.A. acting as CSP, is supported in its tasks by the CA Factory Services provider for operating the LuxTrust CA, and by
all other PKI Participants (other than Subscribers and Relying Parties), LuxTrust S.A. jointly establishes with its supporters the
necessary measures to ensure full and highly automated recovery of the LuxTrust certification service in case of a disaster,
corrupted servers, software or data. Any such measures are compliant against the ISO/IEC 27002 standard.
Disaster recovery resources are established at sufficient distance from the original resources to avoid that a disaster would corrupt
resources at both sites. Sufficiently fast communications are established between original and remote sites to ensure data integrity.
Secured communications infrastructures are established from both sites to the RA, the Internet, and the certificate revocation status
and repository services.
Disaster recovery infrastructure and procedures are fully tested at least once a year with witnessing of at least one member of the
LuxTrust.

Entity Private Key Compromise Procedures
Compromise of the CA private key(s) or of the associated activation data implies immediate revocation of the certificate of the
compromised key(s).
The CA, i.e., LuxTrust S.A. acting as CSP, will additionally take the following measures:


Notify ILNAS The Luxemburgish national supervisory body which is entitled to update the EU Trusted List accordingly and if
necessary



Notify all other PKI Participants,



Notify the public at large through several channels, including a message on the LuxTrust repository and web site, a press
release in the Grand Duchy of Luxembourg,



Revoke all the certificates signed by the corrupted CA;



LuxTrust S.A. acting as CSP may generate a new key pair and associated certificate for the CA, and re-issue all issued
certificates that were revoked as a consequence of the CA corruption. This process is to be followed only after the following
conditions:
o

assessing the reasons for corruption of the CA private key,

o

revocation of the CA certificate,

o

having taken all the necessary measures to avoid the cause of revocation in the future,

o

having obtained decision from LuxTrust CSP Board.

Compromise of private key(s), or of the private keys associated activation data, of other entities (including Subscribers) leads to
immediate revocation of the certificates associated to the compromised key(s). These entities are (contractually) bound to notify
LuxTrust S.A. acting as CSP with regards to the issuing CA of any (suspicion of) such compromise of their private key(s) or of the
associated activation data. See the applicable sections of the CPS and of the applicable CP for further details on PKI Participants
obligations in that matter.
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The previous paragraph is also applicable in case PKI algorithms or associated parameters become insufficient for its remaining
intended usage.

Business Continuity Capabilities After a Disaster
LuxTrust S.A. acting as CSP establishes the necessary measures to ensure full and highly automated recovery of the LuxTrust
certification service in case of a disaster, corrupted servers, software or data. Any such measures are compliant against the ISO/IEC
27002 standard.
A Business Continuity Plan has been implemented to ensure business continuity following a natural or other disaster and is available
as a separate internal document.

CA, RA Termination
LuxTrust S.A. acting as CSP ensures that potential disruptions to Subscribers and Relying Parties are minimized as a result of one
of the following:


the termination of one of the LuxTrust CA's services,



the termination of one of the LuxTrust RA or more,



the termination of the LuxTrust certification services (including all CAs and all RAs services)

In all these cases LuxTrust S.A. guarantees continued maintenance of records required to provide evidence of certification for the
purposes of legal proceedings.
LuxTrust S.A. acting as CSP complies with the amended version of Luxembourg Law of 17/07/2020 on electronic commerce.
In particular, before LuxTrust S.A. terminates (one of) its services the following procedures will be executed as a minimum:


LuxTrust S.A. will inform within a reasonable delay the following of the termination:
o

The Grand Duchy of Luxembourg National Authority of Accreditation and Supervision as defined by the amended
version of Luxembourg Law of 17/07/2020 on electronic commerce, which is entitled to update the EU Trusted List
accordingly and if necessary;

o

All Subscribers and other entities with which LuxTrust S.A. has agreements or other form of established relations,
among which Relying Parties and other CAs or CSPs;

o


In addition, this information will be made available to other relying parties;

LuxTrust S.A. will terminate all authorizations of subcontractors to act on behalf of the terminated service (CA, RA) in the
performance of any functions related to the process of issuing certificates.



LuxTrust will issue a last CRL with the next Update field set according to IETF RFC 5280



LuxTrust S.A. may take the necessary undertakings to transfer part or the entirety of its activities towards a (certification)
service provider having the same accreditation as LuxTrust S.A. if any. The transfer (if any) of the impacted certificates will be
operated under the following conditions:
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o

LuxTrust S.A. informs every Subscriber (and/or Subject) whose certificate is still valid that it is willing to transfer the
certificate to another CSP at least one (1) month before the effective transfer;

o

LuxTrust S.A. indicates the identity of the CSP to which the transfer is envisaged;

o

LuxTrust S.A. indicates to every Subscriber (and/or Subject) whose certificate is still valid his/her faculty of refusing
the envisaged transfer within fifteen (15) days following the notification in written to the contact coordinates indicated
in the notification. Without express indication by the Subscriber (and/or Subject) of his/her transfer acceptation within
this period, his/her certificate shall be revoked.



LuxTrust S.A. acting as CSP, shall destroy, or withdraw from use, its private keys related to the terminated certification
(component) services, as described in section 6.2.10 of the CPS.



In case LuxTrust S.A. will terminate its activities without a transfer of part or the entirety of its activities, LuxTrust S.A. will
revoke the impacted certificates one [1] month after having notified Subscribers and/or Subjects. LuxTrust S.A. will perform
necessary undertakings to transfer obligations for maintaining registration information, and event log archives, including
revocation status information, for their respective period of time as indicated to the Subscriber and Relying Parties (see
applicable sections of the CPS).



In conformity with Law 17/07/2020, LuxTrust S.A. will inform users of the change of status in the Trusted List of its qualified
trust services within seven (7) days of the effective date of the change of status if necessary.

LuxTrust S.A. has arrangements to cover the costs to fulfil these minimum requirements in case it becomes bankrupt or for other
reasons is unable to cover the costs by itself, as far as possible within the constraints of applicable legislation regarding bankruptcy.
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6 TECHNICAL SECURITY CONTROLS
The security measures taken by LuxTrust S.A. with regards to its CAs to protect CAs cryptographic key and activation data, the
constraints on repositories, subject CAs, and other PKI Participants, to protect their Private Keys, and critical security parameters,
ensuring technical security controls used by LuxTrust S.A. to perform securely the functions of user authentication, Certificate
registration, Certificate revocation, auditing, archiving, and other technical security controls on PKI Participants are compliant with
the following technical standards:


ETSI EN 319 411-1



ETSI EN 319 411-2

These controls are further described and ruled by the following sub-sections.
As a general requirement, all communications between PKI Participants involved in the LuxTrust PKI services provision are
(electronically) signed and protected against unauthorized disclosure (e.g., encrypted). When implemented, encryption will not
depend on PKI Participants decryption keys but shall combine appropriate encryption and access control mechanisms to avoid
usage of any key escrow mechanism.

Key Pair Generation and Installation
Key Pair Generation
LuxTrust CA Key Pair Generation and Installation
LuxTrust CA Key Generation Process
LuxTrust S.A. acting as CSP, through the support of the CA Factory services provider, uses a trustworthy process and systems for
the generation of its LuxTrust CA private keys (and certificates) according to a documented internal procedure.
The secret shares of these private keys are distributed amongst authorized secret-shareholders under the authority of the CSP
according to a documented procedure. The CSP (and the CAs) acknowledges public, international and European standards on
trustworthy systems.
LuxTrust S.A. acting as CSP ensures that CAs private keys are securely generated, used and protected, using a trustworthy system,
and that the necessary measures are taken to prevent their compromise or unauthorized usage. The CAs key management
(including but not limited to generation, usage, and dismissal) is implemented and documented in line with the LuxTrust CPS. These
documented procedures shall meet the requirements as laid down in the technical standard ETSI, EN 319 411_1 and -2 for the
respective CAs.
CAs key pair (and certificates) generation and installation procedure, CAs Key Ceremony, involve several trusted personnel among
which


at least three [3] trusted and appropriately authorized operatives including more than one [1] appropriately authorized member
of CA Factory staff serving in trustworthy positions,



at least one [1] representative of LuxTrust CSP,



a Master of Key Ceremony, and
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at least one independent and external auditor.

This process is witnessed by LuxTrust CSP representative(s) to ensure confidence in the proper and secure execution of the CAs
Key generation procedure.
At least three [3] trusted operatives participate in all operations required in preparation of and subsequent to the CAs Key generation
ceremony.
The CA key pair certificate requests are made available (under standard format) to LuxTrust S.A. and are protected by appropriate
measures to prevent unauthorized usage.
LuxTrust CA Key Generation Devices and Key Storage
The generation and storage of CA private keys of the LuxTrust CAs occurs within a certified cryptographic device meeting
appropriate requirements as set forth in section 6.2.1 of the CPS (for CA secure cryptographic devices requirements).
Such secure CA cryptographic devices is prepared, distributed and managed in compliance with the technical standard ETSI EN
319 411-2.
The storage of the private key of the CA requires multiple controls by appropriately authorized members of the CA Factory staff
serving in trustworthy positions.
LuxTrust CA Key pair re-generation and re-installation
In case of LuxTrust CAs key pair re-generation and re-installation, when replacing private keys by new ones, LuxTrust S.A. ensures
that exactly the same procedure as for initial key generation is used. Appropriate measures are taken to communicate the end of
CA key life cycle and replacement to Subscribers and Relying Parties, also taking into account statements made in the section 6.1.4
of the CPS.
At the end of their lifetime, the CA private keys that have been used in the past must be decommissioned and destroyed as well as
the active tamper resistant devices and as well as all back-up copies of past private keys in accordance with section 6.2.10.

LuxTrust RA Key Pair Generation and Installation
LuxTrust RA Key Generation Devices and Key Storage
The generation and storage of RA private keys of the LuxTrust RAs occurs within a secure cryptographic device meeting appropriate
security requirements as applicable in the relevant CP or key ceremony.
LuxTrust RA Key pair Re-generation and Re-installation
In case of RAs key pair re-generation and re-installation, when replacing private keys by new ones, exactly the same procedure as
for initial key generation shall be used. Subsequently and without any delay, the obsolete private keys must be decommissioned
and destroyed and the active tamper resistant devices securely recycled or destroyed when applicable.

Other PKI Participants Authorities Key Pair Generation and Installation
Key Pair generation and installation for other PKI Participant Authorities (i.e., other than Subscribers and Relying Parties), e.g., for
CA Factory Services provider, (Secure)Signature Creation Device Providers, OCSP validation services provider, etc. is applicable
as for RAs and described in the corresponding key ceremonies or intervention report.
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Subscribers Key Pair Generation and Installation
Key pair Generation by the QTSP
When key generation process is ensured by LuxTrust S.A. acting as TSP, generation is performed in compliance with the ETSI EN
319 411-1 technical specifications. The Subject Device Provisioning Service is generating the private keys of the subject. This
generation of private keys is done after an identification of the natural person.
The private key activation data may be sent to the Certificate Subject (identified person) or delivered to the certificate Subject
according to a procedure that is strictly followed by the RA registering the Subscriber (Certificate Subject), as an internal and
auditable document
Key Pair Generation by the Subscriber
When the key generation process is ensured by the Subscriber as appropriate for the requested Certificate and in accordance
with the Order Form, he/she must provide a PKCS#10 Certificate Signing Request (CSR) when registering to the RA. The key
generation process shall be in compliance with the technical standard ETSI EN 319 411-1.
Subscriber Key Generation Devices and Key storage
When the key generation process is performed by LuxTrust, generation and storage of Subscriber’s private keys occurs within a
(secure) cryptographic device meeting appropriate security requirements as applicable in the relevant certificate profile.
Where the key generation process is performed by the subscriber, the generation and storage of the subscriber's private keys shall
be performed in accordance with the appropriate security requirements as specified in the relevant certificate profile.
Subscriber Key pair Re-generation and Re-installation
Not applicable.

Private Key Delivery to the Subscriber
cf. 6.1.5.1.

Public Key Delivery to the Certificate Issuer
The Subscribers Public Key is delivered to the Issuing CA in a secure and trustworthy manner, such as submitting a Certificate
Signing Request (CSR) message to a LuxTrust CMS.

CA Public Key Delivery to Relying Parties
The public keys of the LuxTrust issuing CA are delivered by the subscriber as a certificate chain or via a repository managed by
LuxTrust and referenced in the issued certificate via AIA (Authority Information Access). This repository is also accessible in an SSL
session at https://repository.luxtrust.com.

Key Sizes
LuxTrust CA Private Key Type
For its signature keys the LuxTrust EP CA makes use at least of the Sha256WithRsa algorithm with a key length of minimum 4096
bits.
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LuxTrust CSP may implement, through the support of the CA Factory services provider, other algorithms than RSA and those of
the SHA-family for signature generation or verification and hashing by using appropriate and state-of-the-art key sizes.
LuxTrust Other PKI Participant Authorities Private Key Type
Private Key type requirements, when applicable, for other PKI Participant Authorities (i.e., other than Subscribers and Relying
Parties), e.g., for CA Factory Services provider, OCSP validation services provider, etc. are applicable as for RAs.
LuxTrust Subscriber Private Key Type
Subscriber’s minimum private key length is RSA 3072 bits or equivalent. Certificate validity period is defined in the applicable CP.

Public key parameters generation and quality checking
Public key parameters generation and checking during CA key pair generation are implemented according to the applicable CP.
By default, public key RSA exponents are chosen secure (e.g., Fermat 4). Public Key module generation is done with state of the
art parameter generation technology. Parameter generation is implemented using state of the art technology and regularly reevaluated regarding new advances in cryptography.

Key Usage Purposes (as Per X.509 v3 Key Usage Field)
LuxTrust CA Private Key Purposes
LuxTrust S.A. ensures that the CA Private Keys are protected in accordance with the LuxTrust CPS and that the CA private signing
key(s) are only used for signing certificates CRLs and OCSP responses as well as end entity certificates in accordance with the
intended use of each of these keys. LuxTrust S.A. ensures that the CA private keys are not used within the CA in any way outside
the scope of the LuxTrust PKI domain.
LuxTrust Enterprise CA is an online CA and shall never be used for signing other CA certificates.
LuxTrust Subscriber Private Key Purposes
In accordance with the present LuxTrust CPS and the applicable CP, upon signature of the Subscriber Agreement, the Subscriber
gives his/her acceptance to the following responsibilities related to the Subscriber private key and Certificate usage:


In using the Key Pair, the Subscriber must comply with any limitations (e.g., Key usage, Limitations, etc.) indicated in the
Certificate, in the applicable CP or in applicable contractual agreements.



the Subscriber must protect the Private Key and its Activation Data at all times against compromise, loss, disclosure, alteration
or any otherwise unauthorized use. Once the Private and Public key pair has been delivered to the Subscriber, the Subscriber
is personally responsible for ensuring the confidentiality and integrity of the Key Pair. The Subscriber is deemed the sole user
of the Private Key. The Private Key Activation Data (e.g., PIN-code or password(s)) used to prevent unauthorized use of the
Private Key must never be held in the same place as the Private Key itself, nor alongside its storage medium. Nor must it be
stored without adequate protection. The Subscriber must never leave the Private Key or the Private Key Activation Data
unsupervised when it is not locked (e.g., leave it unsupervised in a work station when the PIN code or password has been
entered). The Subscriber has sole liability for the use of the Private Key. The CA or LuxTrust S.A. acting as CSP is not liable
for the use made of the Key Pair belonging to the Subscriber or for any damage resulting from misuse of the Key Pair.



The Subscriber shall refrain from tampering with a Certificate.
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The Subscriber shall only use Private Key and Certificate for legal and authorized purposes in accordance with the present
CP, the Subscriber Agreement and the LuxTrust CPS, and as it may be reasonable under the circumstances.

The Key usage fields of the LuxTrust Certificates are respectively set in the applicable CP.

Private Key Protection and Cryptographic Module Engineering (CME) Controls
Cryptographic module standards and controls
The generation and maintenance of the Issuing CA Private Keys are facilitated through the use of Hardware Security Modules
(HSM). The HSM used by Issuing CAs in the LuxTrust PKI are designed to provide at least FIPS 140-2 Level 3 and/or Common
Criteria EAL 4 security standards in both the generation and the maintenance in Issuing CA Private Keys
In some case, the Subscriber Private Keys are generated and stored on a QSCD which meets the requirements laid down in Annex
II of the eIDAS Regulation and is certified to the appropriate standards.
In some cases, LuxTrust generates and manages Private Keys on behalf of the Subscriber and operates the QSCD in accordance
with Annex II of the eIDAS Regulation.
LuxTrust must verify that QSCDs are certified as a QSCD in accordance requirements laid down in Annex II of the eIDAS Regulation.
LuxTrust must monitor this certification status and take appropriate measures if the certification status of a QSCD changes. The
QSCD certification status and evidence of the LuTrust monitoring are in scope of the external eIDAS/ETSI conformity assessments.
Private Key protection and CME control for CAs
The CSP uses appropriate secure cryptographic devices to perform CA key management tasks. These cryptographic devices are
known as Hardware Security Modules (HSMs). When applicable other PKI Participants make use of such HSMs as well.
Hardware and software mechanisms that protect CA private keys are adequately documented. HSMs are prepared, distributed and
managed in compliance with the following technical standards:


ETSI EN 319 401



ETSI EN 319 411-1



ETSI EN 319 411-2



CEN/TS 419 261:2015

HSMs do not leave the secure environment of the CA secured premises. In case HSMs require maintenance or repair that cannot
be performed within CA secured premises (under dual control of more than one authorized member of CA Factory staff serving in
trustworthy positions), they are securely shipped to their manufacturer.
The CA private keys are not present on HSM when it is securely shipped for maintenance or repair outside the CA secure premises.
Between usages sessions, HSMs are kept securely within the CA secure premises.
The CA private keys remain under n out of m multi-personnel control. CA custodians are assigned with the task to activate and
deactivate the CAs private keys. CAs keys are then active for defined time periods.
The CA archives its own public keys and related certificates; the CA private key is not escrowed.
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Private Key Protection and CME Control for Other PKI Participants
When applicable, the RA, (Q)SCD or other services providers when using automated CMEs, use appropriate secure cryptographic
devices to perform their tasks. These cryptographic devices are known as Hardware Security Modules (HSMs).
HSMs are prepared, distributed and managed in compliance with the following technical standards:


ETSI EN 319 401



ETSI EN 319 411-1



ETSI EN 319 411-2
LuxTrust Signing Server tokens requirements.

The HSM used to protect the sensitive signature key(s) are successfully certified/validated under a CCRA-compliant certification
body according to a suitable Common Criteria Protection Profile with EAL 4+ SOF-High, against a security target or protection
profile which meets the requirements of the technical standard ETSI EN 319 411-1 and -2, based on a risk analysis and taking into
account physical and other non-technical security measures.
LuxTrust Hardware Security Module (HSM) requirements
The LuxTrust HSMs used by CAs in the context of the LuxTrust services provision are secure cryptographic devices meeting at
least the requirements of a QSCD as specified by the applicable regulations (e.g., the amended version of Luxembourg Law of
17/07/2020 on electronic commerce and the European Regulation 910/2014).
They are successfully certified/validated under a CCRA-compliant certification body according to a suitable Common Criteria
Protection Profile with EAL 4+ SOF-High, against a security target or protection profile which meets the requirements of the technical
standard ETSI EN 319 411-1&2 , based on a risk analysis and taking into account physical and other non-technical security
measures.
Such HSM devices are prepared, distributed and managed in compliance with the technical standard ETSI EN 319 411-1 and 2 .

Private Key (n Out of m) Multi-Person Control
LuxTrust CA secret shares management
Protection of CA’s private keys are, amongst other appropriate measures, ensured by splitting-up of a strong encryption key over
several (M) tamper resistant devices (e.g., smart cards, PED keys) that are protected with multiple passphrases (shares). These
tamper resistant devices meet requirements as stated in section 6.2.1 of the CPS.
The LuxTrust CA secret shares are held by multiple authorized holders, to safeguard and improve the trustworthiness of private
keys. A certain number of shares (‘N’ out of ‘M’), and at least three (‘N’ ≥ 3), out of the total shares need to be available and used
concurrently to activate or re-activate the CA private key.
Before secret share-holders accept a secret share they must personally have observed the creation, re-creation, and distribution of
the share or its subsequent chain of custody. They must receive the secret share within a physical medium, tamper resistant device,
as approved by the LuxTrust CSP. The CA keeps written, auditable, records of secret share distribution. In case secret share
custodians (or shareholders) are to be replaced in their role of shareholder, the CA shall keep track of the renewed share device
distribution.
Private keys of the CAs are not escrowed. LuxTrust S.A. ensures that internal disaster recovery measures are implemented.
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LuxTrust secret shares management for other PKI Participants
Not applicable.

Private Key Escrow
Key escrow is never allowed.

Private Key Backup
LuxTrust CA Key Backup
LuxTrust S.A. ensures that LuxTrust CAs’ private keys are backed-up, stored and recovered by multiple and appropriately
authorized CA Factory staff serving in trustworthy positions, and witnessed by more than one representative of the LuxTrust CSP.
At the end of a key generation ceremony, new CA keys are burnt encrypted on a back-up key storage media (e.g. dedicated and
secure backup token) that ensures similar level of protection as provided by the secure cryptographic device holding CA keys. The
CA records each step of the key back-up process using a specific form for logging information. The CA private key is locally archived
within the CA premises.
LuxTrust CAs private keys backup, storage, and recovery procedures are implemented and documented in accordance with the
LuxTrust CPS and in auditable internal documents.
LuxTrust Subscriber Key backup
Subscriber’s key back-up and key recovery are not allowed except for the sole purpose of and in the context of Signing Server
Account disaster recovery as stated and ruled by the LuxTrust CPS and the applicable CP.
Subscriber’s key escrow is never allowed.

Private Key archival
Not applicable

Private Key transfer Into or From a Cryptographic Module
Not applicable

Private Key Storage on Cryptographic Module
For CAs, see section 6.2.1.1; for RAs, and other PKI Participants other than Subscribers, see section 6.2.1.2; and for Subscribers,
see section 6.2.1.3.

Method of Activating Private Key
The CA private keys remain under N out of M multi-personnel control. CA custodians are assigned with the task to activate and
deactivate the CAs private keys. CAs keys are then active for defined time periods.
All PKI Participants other than Subscribers and Relying Parties receive, when applicable, private keys that are generated on QSCD
and are associated with user activation data (e.g. PIN code) being securely prepared and distributed separately from the QSCD.
Subscribers are solely responsible for protecting their Private Keys in a manner commensurate with the Certificate Profile.
Subscribers should use a strong password or equivalent authentication method to prevent unauthorized access or use of the
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Subscriber’s Private Key. When deactivated, Private Keys shall be kept in encrypted form only and secured. At a minimum,
Subscribers are required to authenticate themselves to the cryptographic module before activating their Private Keys.

Method of Deactivating Private Key
The CA private keys remain under N out of M multi-personnel control. CA custodians are assigned with the task to activate and
deactivate the CAs private keys. CAs keys are then active for defined time periods.

Method of Destroying Private Key
At the end of their lifetime the CA private keys are destroyed by trusted CA staff members in the presence of more than one
representative of the LuxTrust S.A., in order to ensure that these private keys cannot ever be retrieved or used ever again.
The CA keys are destroyed through secure deletion from the primary and backup media, powering off and removing permanently
any hardware modules the keys were stored on. These hardware modules are treated in a secure manner as described within
documented key destruction internal procedures. Associated records are securely archived within LuxTrust premises.
Subscribers shall destroy their Private Keys when the corresponding Certificate is revoked or expired or if the Private Key is no
longer needed

Cryptographic Module Rating
For relevant Qualified Certificates, in accordance with the eIDAS Regulation, the Subscriber Private Keys are generated and stored
on a QSCD that meets the requirements laid down in Annex II of eIDAS and is certified to the appropriate standards. Where LuxTrust
manages the QSCD on behalf of the Subscriber, LuxTrust operates the QSCD in accordance with Annex II of eIDAS.

Other Aspects of Key Pair Management
Public key Archival
LuxTrust S.A. acting as CSP archives its own LuxTrust CA public keys. See section 5.5 of the CPS for archival conditions.

Subscriber Certificate Operational Periods and Key Pair Usage Periods
LuxTrust S.A. acting as CSP issues Subscriber certificates with validity periods as indicated on such certificates, see applicable CP
for further details.
The expiry date of the Subscriber's certificate will never be later than the expiry date of the CA's certificate.

Activation Data
LuxTrust S.A. acting as CSP ensures that activation data associated to LuxTrust CAs private keys and operations are securely
generated, managed, stored and archived as described in the relevant sub-section of sections 6.1 and 6.2.
When Subscribers receive private keys that are generated by LuxTrust S.A. acting as CSP, these keys are stored on QSCD and
are associated with user activation data (e.g. PIN code) being securely prepared and distributed separately from the QSCD.
Subscribers are responsible for the secure management and protection of their activation data, see section 4.5.1 of the CPS and
the applicable CP for further details.
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Computer Security Controls
LuxTrust S.A. acting as CSP ensures that computer security controls are implemented in compliance with the technical standard
the technical standard ETSI EN 319 411-1 and with ETSI EN 319 411-2 when this standard imposes higher requirements on
certification practices. Detailed descriptions of implemented computer security controls are available as internal document(s).
LuxTrust is supervised by ILNAS. The Certificate is registered under the reference N° 2018/8/001. The national registry of
supervised Certification Service Providers is publicly available on the ILNAS website http://www.ilnas.public.lu/.
ILNAS is the national supervisory body which supervises LuxTrust under the regulation N°910/2014 of the European parliament
and of the Council of 23 July 2014 on electronic identification and trust services for electronic transactions in the internal market.

Life Cycle Technical Controls
LuxTrust S.A. acting as CSP ensures that periodic development control, security management and life cycle security controls are
implemented in compliance with the standard ETSI EN 319 411-1 and with ETSI EN 319 411-2 when this standard impose higher
requirements on certification practices. Detailed descriptions of implemented life cycle technical controls are available as internal
document(s).

Network Security Controls
LuxTrust S.A. acting as CSP ensures that network security controls (including but not limited to firewalls, network intrusion detection
secure communication between PKI Participants ensuring confidentiality and mutual authentication, anti-virus protection, website
security, databases and other resources protection from outside boundaries, etc.) are implemented in compliance with the
standard

ETSI EN 319 411-1 and with ETSI EN 319 411-2 when this standard impose higher requirements on certification

practices.
Detailed descriptions of implemented network security controls are available as internal document(s).
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7 CERTIFICATE AND CRL PROFILES
The CP is composed of the CPS and the applicable LuxTrust EP CA Certificate Profiles.

LuxTrust Enterprise CA
LuxTrust EP CA
Base Profile

OID

Critical

Value

Version

V3

SerialNumber

Random CSN

SignatureAlgorithm
Algorithm

1.2.840.113549.1.1.11

SHA256 with RSA Encryption

SignatureValue

Fixed

Issuing CA Signature

Validity
NotBefore

Key Generation Process Date/Time
Key Generation Process Date/Time + 30

NotAfter

years

Fixed

Public Key: Key length: 4096 bits (RSA);

SubjectPublicKeyInfo

public exponent: Fermat-4 (=010001).

Issuer
CountryName

{ id-at-6 }

CommonName

{ id-at-3 }

LU

LuxTrust Enterprise CAxError! B
ookmark not defined.

organizationName

Fixed
Fixed

LuxTrust S.A.

Fixed

LU

Fixed

Subject
CountryName

{ id-at-6 }

CommonName

{ id-at-3 }

LuxTrust Enterprise CAxError! B
ookmark not defined.

organizationName
CertificatePolicies

LuxTrust S.A.

Fixed

1.3.171.1.1.1.11

Fixed

{id-ce 32}

policyIdentifier
policyQualifiers
policyQualifierId

Fixed

N/a
CPS

Fixed

https://epca-repository.luxtrust.lu

Fixed

CertificateSigning

Set

Fixed

crlSign

Set

Fixed

Qualifier
KeyUsage
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LuxTrust EP CA
Base Profile

OID

authorityKeyIdentifier

Critical

Value

{id-ce 35}

KeyIdentifier

SHA-1 Hash of Authority public key

subjectKeyIdentifier

{id-ce 14}

KeyIdentifier

SHA-1 Hash of Subject public key

BasicConstraints

{id-ce 19}

TRUE

CA

TRUE

Fixed

pathLenConstraint

0 (Zero)

Fixed

CRL profile
In conformance with the IETF PKIX RFC 5280, the LuxTrust CAs support CRLs compliant with:
-

Version numbers supported for CRLs

-

CRL and CRL entry extensions populated and their criticality.

To avoid performance degradation that results from a big CRL size, LuxTrust uses partitioned CRL. The CRLs can be downloaded
from the URL mentioned in the certificate profile. To prevent this CRL from treating the status of any certificate not listed on this
CRL, we include in the CRL format the issuing distribution point extension as specified in RFC 5280. Please find below the format
of this CRL:
LuxTrust CRL Profile
Field

Comments

Version

v2

Signature

Same signature algorithm as related CA

Issuer

<subjectCA>

thisUpdate

<creation time>

nextUpdate

<creation time + 4,5 hours (4 hours and 30 minutes)>

revokedCertificates
userCertificate <certificate serial number>
revocationDate <revocation time>
crlEntryExtensions
reasonCode <Insert List of used revocation reason code>
crlExtensions
cRLNumber Non-critical <subject key identifier CA>
authorityKeyIdentifier Non-critical <CA assigned unique number>
IssuingDistributionPoint
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OCSP profile
The OCSP profile follows IETF PKIX RFC 6960 OCSP. The LuxTrust CAs support signed status requests, and multiple Certificates
status requests in one OCSP request as long as they are signed by the same CA.
The following table provides the description of the fields for LuxTrust OCSP profile.
LuxTrust OCSP Certificate Profile
Attribute

Field

CEError! B

O/MError! B

ookmark

ookmark

not

not

defined.

defined.

Value

Base Profile
Version

False
Version 3 Value = “2”

SerialNumber

False

signatureAlgorithm

False

Validated on duplicates.
algorithm

OID = “1.2.840.113549.1.1.11” - SHA256
with RSA Encryption.

signatureValue

False
Issuing CA Signature

issuer

False
countryName

LU

commonName

LuxTrust Enterprise CAxError! Bookmark n
ot defined.

organizationName
Validity

LuxTrust S.A.
False

NotBefore

Certificate generation process date/time.

NotAfter

Certificate generation process date/time +
maximum 12 Months

subject

False
countryName

M

LU

organizationName

M

LuxTrust S.A.

organizationalUnitName

O

Pki entity

M

LuxTrust S.A. OCSP Server

1
commonName
subjectPublicKeyInfo

False

algorithm

Public Key: Key length: 2048 bit (RSA);

subjectPublicKey

M

public exponent: Fermat-4 (=010001).

Extensions
Authority
Properties
authorityKeyIdentifier

False

keyIdentifier

160 bits SHA-1 Hash of the LTGEP CA
public key

cRLDistributionPoint
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LuxTrust OCSP Certificate Profile
Attribute

Field

CEError! B

O/MError! B

ookmark

ookmark

not

not

defined.

defined.

Value

distributionPoint
fullName

http://epca.crl.luxtrust.lu/LTEPCAOCSP.crl

Subject
Properties
subjectKeyIdentifier

False

keyIdentifier

160 bits of the SHA-1 hash of the
subjectPublicKey

Policy
Properties
keyUsage

True
digitalSignature

True

nonRepudiation

False

keyEncipherment

False

dataEncipherment

False

Extended Key Usage

False

OCSPSigning

True

Basic Constraint

False
CA

False

OCSP extensions
LuxTrust OCSP Extension
Field

Comments

Version

V1

Nonce

Supported

CRL References

Only present if certificate is revoke

Acceptable Response Types

Basic OCSP Response

Signature

Same signature algorithm as related CA

thisUpdate

<creation time of the CRL>

nextUpdate

<creation time of the CRL + 4h30>

producedAt

<creation time of the OCSP response>

End-Entity Profile
Please refer to the applicable CP for futher details
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8 COMPLIANCE AUDIT AND OTHER ASSESSMENTS
With regards to the provision of LuxTrust Certificates, LuxTrust S.A. acting as CSP through its LuxTrust CA operates


Following the terms of regulation 2014/910/EU on electronic identification (eID) and trusted services for electronic transactions
in the internal market



According to the ETSI standard ETSI EN 319 411-1



According to the present LuxTrust CPS and the applicable CP



According to the applicable laws

The maximum interval between two audits or security checks of the TSP's practices is 24 months.
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9 OTHER BUSINESS AND LEGAL MATTERS
Fees
LuxTrust S.A. may charge fees for the provision, usage and validation of LuxTrust Certificates and related Certificate services,
notably for


Certificate issuance or renewal fees.



Revocation or all other Certificate status change



Registration data change (not possible in the context of certified data)



Fees for other services, as specified from time to time in updated versions of the CPS, such as repositories access fees:
None for the time being, but this might be subject to changes in the future depending on several factors.



Refund policy: not applicable

Financial Responsibility
Insurance Coverage
Each PKI Participant not being a Subscriber of the LuxTrust PKI shall contract an insurance policy covering the risks identified in
the Insurance Policy with respect to their services and maintain a sufficient amount of insurance coverage for its liabilities to other
Participants, including Subscribers and Relying Parties.
In particular, CSP, CA, RA networks, SRA, QSCD services providers and other LuxTrust PKI services providers shall subscribe and
bear the costs for own insurance coverage in order to cover their liabilities and duties in performance of their tasks.
LuxTrust S.A. acting as CSP may request documentary evidence of such insurance coverage.
Issuing CAs, Subject Device Provisioning Service LuxTrust and each Issuing CA and/or RA shall maintain appropriate insurances
necessary to provide for their respective liabilities as Participants within the LuxTrust PKI. Failure to establish and maintain
insurances may be the basis for the revocation of their respective Certificates.
Other assets and RAs shall maintain sufficient assets and financial resources to perform their duties within the LuxTrust PKI and
be reasonably able to bear liability to Subscribers and Relying Parties.

Insurance or Warranty Coverage for End-Entities
Not applicable

Confidentiality of Business Information
Provisions relating to the treatment of confidential information that PKI Participants may communicate to each other, and in particular
relating to the scope of what is considered as information within or not within the scope of confidential information, to the
responsibility to protect confidential information, and to disclosure conditions are provided within the CPS.
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LuxTrust S.A. acting as a CSP guarantees the confidentiality of any data not in its possession and not published in the Certificates,
according to the applicable laws on privacy, as well as according to the Luxembourg laws on the financial sector.

Protection of Personal Information
LuxTrust S.A. acting as a CSP operates within the boundaries of the Luxembourg law and the European General Data Protection
Regulation (GDPR). Personal data communicated to LuxTrust S.A. by the applicant are kept in a suitably protected file held by the
LuxTrust S.A.

Intellectual Property Rights
All title, copyrights, , patents, patent applications and all other intellectual proprietary rights now known or hereafter recognized in
any jurisdiction (the IP Rights) in and to LuxTrust’s technology, web sites, documentation, products and services (the Proprietary
Materials) are owned and will continue to be exclusively owned by LuxTrust S.A. and/or its licensors. LuxTrust’s contractors and /
or subcontractors agree to make no claim of interest in or to any such IP Rights. LuxTrust’s contractors and / or subcontractors
acknowledge that no title to the IP Rights in and to the Proprietary Materials is transferred to them and that they do not obtain any
rights, express or implied, in any Proprietary Materials other than the rights expressly granted in the CPS.
Without limiting the “all rights reserved” copyright on the CPS, and except as duly licensed under written form, no part of this
publication may be reproduced, stored in or introduced into retrieval systems, or transmitted in any form or by any means (electronic,
mechanical, photocopying, recording, or otherwise) without prior written permission of LuxTrust S.A.

Representations and Warranties
CA Representations and Warranties
LuxTrust S.A. acting as CSP through its LuxTrust CAs issues X509 v3-compatible Certificates (ISO 9594-8).
The LuxTrust CAs issues Certificates compliant with, ETSI EN 319 411-1 requirements. To this end, the CA publishes the elements
supporting this statement of compliance.
LuxTrust S.A. guarantees that all the requirements set out in the applicable CP are complied with. It also assumes responsibility for
ensuring such compliance and providing these services in accordance with the LuxTrust CPS.
To register persons applying for a Certificate, the LuxTrust CA use a list of approved RAs as indicated in the applicable CP.
The sole guarantee provided by the LuxTrust S.A. acting as CSP through one of its CAs is that its procedures are implemented in
accordance with the CPS and the verification procedures then in effect, and that all Certificates issued with a CP Object Identifier
(OID) have been issued in accordance with the relevant provisions of the applicable CP, the verification procedures, and the CPS
as applicable at the time of issuance. In addition other warranties may be implied in the applicable CP definition by operation of law.
In certain cases described in the CPS, LuxTrust S.A. acting as CSP may revoke the Certificate, provided it informs the Subscriber
(and any other concerned authorized party, if applicable) of the Certificate in advance by appropriate means.
The RAs warrant that they perform their duties in accordance with applicable sections of this CPS, the applicable CP and the internal
procedures and guidelines.
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RA Representations and Warranties
The RA and/or the Subject Device Provisioning Service are under a contractual obligation to comply scrupulously with the CPS,
with the relevant section of the applicable CP, and with the RA relevant LuxTrust internal procedures.

Subscriber Representations and Warranties
The Subscriber (end-user) accepts the Certification Practice Statement (CPS) currently in effect, as provided by LuxTrust S.A.
acting as CSP and setting out the procedures used for providing the Certificates.
The Subscriber (end-user) agrees to the CPS and to his/her relevant responsibilities, liabilities and obligations as provided in the
relevant sections of the CPS and the applicable CP.
In particular, the Subscriber is liable towards Relying Parties for any use that is made of his / her QSCD, including the keys or
Certificate(s), unless she/he can prove that (s)he has taken all the necessary measures for a timely revocation of his / her
Certificate(s) when required.

Relying Party Representations and Warranties
The following statements must be considered and complied with by any Relying Party:


Receive notice and adhere to the conditions of the applicable CP and of the LuxTrust CPS and associated conditions for
Relying Parties (in particular section 4.5.2 of the CPS);



Decision to rely on a certificate must always be a conscious one and can only be taken by the Relying Party itself based on
RFC 5280.;



Therefore, before deciding to rely on a certificate it is needed to be assured of its validity. If the Relying Party is not certain that
its software performs such checks automatically, the Relying Party has to open the Certificate by clicking on it and checking
that the Certificate is NOT either
o

expired – by looking at the “valid from ___ to ___” notice; or

o

revoked – by following the link to the Certificate Revocation List (CRL) and making sure that the certificate is not
listed there, using the OCSP validation services or the web based interface allowing to check the status of a
Certificate;



Never rely on expired or revoked certificates;



See also relevant section 4.5.2 of the CPS;



Without prejudice to the warranties provided in the present CPS, the Relying Party is wholly accountable for verification of a
Certificate before trusting it. LuxTrust S.A. acting as CSP accepts liability up to an aggregate limit as specified in the general
terms and conditions for the concerned service for direct losses, due to non-compliance with this LuxTrust CPS, towards a
Relying Party reasonably relying on a Certificate;



Without prejudice to the warranties provided in the applicable CP or in the LuxTrust CPS, the Relying Party is wholly
accountable for verification of a Certificate before trusting it;
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If a Relying Party relies on a Certificate without following the above rules, LuxTrust S.A. will not accept liability for any
consequences;



The Relying Party is strongly advised not to rely upon the Information contained within their client application in use (browser)
as to the usage of the Certificate and to check it against the Certificate Policy if in doubt;



If a Relying Party becomes aware of or suspects that a Private Key has been compromised it will immediately notify LuxTrust
S.A. acting as CSP;

Representations and Warranties of Other Participants
Participants within the LuxTrust PKI represent and warrant that they accept and will perform any and all duties and obligations as
specified by this CP/CPS.

Disclaimers of Warranties
Damages Covered and Disclaimers
Except as expressly provided elsewhere in the CPS, the applicable CP and in the applicable legislation, LuxTrust S.A. acting as
CSP disclaims all warranties and obligations of any type, including any warranty of merchantability, any warranty of fitness for a
particular purpose, and any warranty of accuracy of information provided (except that it came from an authorized source), and
further disclaims any and all liability for negligence and lack of reasonable care on the part of Subscribers and Relying Parties.
LuxTrust S.A. does not warrant non repudiation of any Certificate or message. LuxTrust S.A. does not warrant any software.

Loss limitations
To the extent permitted by law, LuxTrust S.A. makes the following exclusions or limitations of liability:
a)

In no event shall LuxTrust S.A. be liable for any indirect, incidental, consequential or any other kind of damages, or for
any loss of profits, loss of data, or other indirect, consequential or punitive damages arising from or in connection with the
use, delivery, license, performance, or non-performance of Certificates, digital signatures, or other transactions or
services offered or contemplated by the CPS even if LuxTrust S.A. has been advised of the possibility of such damages.

b)

In no event shall LuxTrust S.A. be liable for any direct, indirect, incidental, consequential or any other kind of damages,
or for any loss of profits, loss of data, or other indirect, consequential or punitive damages arising from or in connection
with the use or the reliance of a suspended, revoked or expired Certificate.

c)

The limitation on damages applies to loss and damages of all types, including but not limited to direct, compensatory,
indirect, special, consequential, exemplary, or incidental damages, incurred by any person, including without limitation a
Subscriber, an applicant, a recipient, or a Relying Party, that are caused by reliance on or use of a Certificate LuxTrust
S.A. issues, manages, uses, suspends or revokes, or such a Certificate that expires. This limitation on damages applies
as well to liability under contract, tort, and any other form of liability claim.

d)

By accepting a Certificate, the Subscriber agrees to indemnify and hold LuxTrust S.A. and his agent(s) and contractors
harmless from any acts or omissions resulting in liability, any loss or damage, and any suits and expenses of any kind,
that LuxTrust S.A. and its agents and contractors may incur, that are caused by the use or publication of a Certificate and
that arises from:
o

Falsehood or misrepresentation of fact by the Subscriber;
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o

Failure by the Subscriber to disclose a material fact, if the misrepresentation or omission was made negligently or
with intent to deceive LuxTrust or any person receiving or relying on the Certificate;

o

Failure to protect the Subscribers Private Key, to use a trustworthy system, or to otherwise, take the precautions
necessary to prevent the compromise, loss, disclosure, modification or unauthorized use of the Subscriber’s Private
Key.

Limitations of Liability
The liability of LuxTrust S.A. acting as CSP towards the Subscriber or a Relying Party is limited according to other sections of the
CPS (e.g., but not limited to section 9) and to the extent permitted by law.
In addition, within the limit set by the Grand Duchy of Luxembourg law, in no event (except for fraud or willful misconduct) will
LuxTrust S.A. be liable for


Any loss of profits;



Any loss of data;



Any indirect, consequential or punitive damages arising from or in connection with the use, delivery, license, and performance
or non-performance of Certificates or digital signatures;



Any other damages.

The certificate generation and revocation management is independent of other organizations for its decisions relating to the
establishing, provisioning and maintaining and suspending of services; in particular its senior executive, senior staff and staff in
trusted roles, is free from any commercial, financial and other pressures which might adversely influence trust in the services it
provides.

Indemnities
LuxTrust S.A. acting as CSP assumes no financial responsibility for improperly used Certificates, CRLs, etc.

Term and Termination
The CPS remains in force until notice of the opposite is communicated by LuxTrust S.A. acting as CSP on its repository under
http://repository.luxtrust.lcom. Notified changes are appropriately marked by an indicated version.

Individual Notices and Communications With Participants
All notices and other communications which may or are required to be given, served or sent pursuant to the CPS shall be in writing
and shall be sent, except provided explicitly in the CPS, either by registered mail, return receipt requested, postage prepaid, an
internationally recognized “overnight” or express courier service, hand delivery, facsimile transmission, deemed received upon
actual delivery or completed facsimile, or (v) an advanced electronic signature based on a Certificate and a (qualified) signature
creation device ((Q)SCD) and be addressed to:
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LuxTrust contact information
Contact Person:

CSP Board Contact

Postal Address:

LuxTrust CSP Board
LuxTrust S.A.
IVY Building
13-15, Parc d’Activités
L-8308 Capellen

Telephone number:

+352 26 68 15 – 1

Fax number:

+352 26 68 15 – 789

E-mail address:

cspboard@luxtrust.lu

Website:

www.luxtrust.com

Amendments
Procedure for Amendment
The LuxTrust S.A. via its CSP Board is responsible for approval and changes of the CP/CPS.
The only changes that the LuxTrust may make to these CP/CPS specifications without notification are minor changes that do not
affect the assurance level of this CP/CPS, e.g., editorial or typographical corrections, or changes to the contact details.
Errors, updates, or suggested changes to this document shall be communicated to the contact of the LuxTrust CSP Board as
identified in the CP/CPS. Such communication must include a description of the change, a change justification, and contact
information of the person requesting the change.
LuxTrust S.A. via its LuxTrust CSP Board shall accept, modify or reject the proposed change after completion of a review phase.

Notification Mechanism and Period
All changes to the CP/CPS under consideration by the LuxTrust CSP Board shall be disseminated to interested parties for a period
of minimum 14 days. Proposed changes to the CP/CPS will be disseminated to interested parties by publishing the new document
on the LuxTrust web site (https://repository.luxtrust.com/). The date of publication and the effective date are indicated on the title
page of the CP/CPS.

Circumstances under which OID Must Be Changed
The LuxTrust CSP Board is solely responsible for determining whether an amendment to the CP/CPS requires an OID change.

Governing law and jurisdiction
The CPS shall be governed by, and construed in conformity with, the laws of the Grand Duchy of Luxembourg.
Prior to litigation, the resolution of complaints and disputes received from customers or other parties about the provisioning of
electronic trust services or any other related matters is ruled by the “LuxTrust Dispute Resolution Procedure” as publicly available
from https://repository.luxtrust.lcom.
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The courts of the judicial district of Luxembourg-city have exclusive competence for any dispute arising from, or in connection with,
the CPS.

Compliance with Applicable Law
The CPS and provision of LuxTrust PKI Services are compliant to relevant and applicable laws of Grand Duchy of Luxembourg.
LuxTrust meets the requirements of the European data protection laws and has established appropriate technical and organization
measures against unauthorized or unlawful processing of personal data and against the loss, damage, or destruction of personal
data.
The Subscriber shall be compliant with applicable Laws of Grand Duchy of Luxembourg and concretely with Law 17/07/2020 on
electronic commerce.

Miscellaneous Provisions
LuxTrust S.A. acting as CSP incorporates by reference, through its LuxTrust CAs, the following information in all Certificates it
issues:


Terms and conditions described in the applicable CP and in the LuxTrust CPS;



Any other applicable Certificate Policy as may be stated in an issued Certificate;



The mandatory elements and any non-mandatory but customized elements of applicable standards;



Content of extensions and enhanced naming not addressed elsewhere;



Any other information that is indicated to be so in a field of a Certificate.

To incorporate information by reference LuxTrust S.A. through its CAs uses computer-based and text based pointers that include
URLs, OIDs, etc.
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