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Disclaimer

This document may not be reproduced as a whole or parts of it without the prior written and explicit consent of
LuxTrust S.A. Third party copyrights may exist for parts of this documentation. LuxTrust S.A. declines all responsibility
for direct, indirect, special, incidental or consequential damages to hardware or other damages somehow related to or
resulting from the execution of any advice given in this document. This document is provided “as is” and no provision
is made in terms of fitness for a particular purpose or applicability. By making use of this document the user accepts
using it to its own risk and understands that this document could not be provided without such limitations.

1.1  Conditions

In order to use the LuxTrust Middleware, you need to have met the following system conditions:

= Mac OS 10.10.5 upwards

https://www.luxtrust.lu/en/product_page/61/#confs

.2 Installation of the LuxTrust Middleware:

= Download the LuxTrust Middleware from drivers.luxtrust.lu
= Unzip the content of the Package or leave it as-is
= Forinstallation details, please read the file “Installation Manual.txt”.

[ NON ] — LuxTrust_Middleware 1.0.0-rc6 Mac OSX

- - -

Classic_Client_MAC_User_G ClassicClient.pkg Installation Manual.txt LuxTrust Middleware1.0.0-
uide.pdf reB.pkg

ReleaseNotes.pdf

Installation Instructions

LuxTrust-Middleware

Release 1.8.8 - rcé

What is LuxTrust Middleware?

Signing Stick.

Installation Sequence

1.5tep: Install contained ClassicClient.pkg.

2.5tep: Install contained LuxTrust Middleware 1.8.0-rc6_Mac.pka.

3.5tep: Connect your Smartcard Reader to your Advice.

4.5tep: You're ready to use LuxTrust Middleware.
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I.3 Installation of the contained ClassicClient.pkg

= Double click on the ClassicClient.pkg file

Classic_Client_MAC_User G ClassicClient.pkg Installation Manual.txt LuxTrust Middleware1.0.0-
uide.pdf rc6.pkg

ReleaseMotes.pdf

=  Then click on “Continue”

-

Welcome to the Classic Client 7.0.3 for Mac OS Installer

Introduction You will be guided through the steps necessary to install this
software.
License

Destination Select
Installation Type
Installation

Summary

gemalto
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= Click again on “Continue”

Introduction

» License
Destination Select
Installation Type
Installation

Summary

gemalto

L

Software License Agreement

L

English

END USER LICENSE AGREEMENT

IMPORTANT-READ CAREFULLY: This End-User License Agreement for Gemalto software
{"EULA™) is a legal and binding agreement between you and the subsidiary or affiliate of
Gemalto NV ("Gemalio™) that distributed this version of the Software (as defined below) under
this EULA (“Gemalto'™). *You™ are a person or legal entity wishing to use the Software. This
EULA governs your use of all of the Software distributed or delivered hereunder.  *Softwars™
means all computer software, associated media, amy printed materials and any accompanying
“pnlineg” or electronic information provided to you hereunder. By downloading, installing,
copying, breaking any seal on, or otherwise using the Software, you acknowledge that you have
read this EULA and agree to be bound by its terms.  If you do not agree to the terms and
provisions of this EULA, do not download, install, copy, or otherwise use the Software; if you
have already broken the seal or paid for this Software and do not agree to the terms and
conditions of the EULA, please retum the Software and any accompanying items to Gemalto
within thirty (30} days of the date of purchase for a full refund of amounts paid. If these terms are
considered an offer, acceptance is expressly limited to these terms.

1. Orwnership. The Software is owned by Gemalto or its third party supplicrs and is licensed
{and not sold) to you. (emalto's third party suppliers or distributors may asscrt and protect any of
their rights {and with Gemalto's permission, Gemalto’s rights) in connection with this EULA.

2. (ramt of License. Subject to the terms of this EULA, Gemalto grants you the world-wide,

non-exclusive, non-sublicensable, non-transferable (except as set forth in this EULA), license to
use one copy of the Software, in object code format, solely for your internal use.

T 1 Vnar mmses  ramreaduss sem amas aseer all samasioht nodsesn amd seear

Print... Save... Go Back

= Then confirm the terms of the software license agreement by clicking on “Agree”

To continue installing the software you must agree to the terms of
the software license agreement.

Click Agree to continue or click Disagree to cancel the installation and

guit the Installer.

Read License

Disagree Agree
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Introduction
License
Destination Select
Installation Type
nstallation

Summary

gemalto’

Introduction
License
Destination Select
Installation Type
Installation

Summary

gemalto’

Then confirm by clicking on “Install”

-

Standard Install on "Hitachi HTS545025B895A02 Media"
This will take 41,2 MB of space on your computer.
Click Install to perform a standard installation of this software

for all users of this computer. All users of this computer will be
able to use this software.

Go Back

Click on “Close” when the installation was successful.

-

The installation was completed successfully.

The installation was successful.

The software was installed.
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1.4 Installation the contained LuxTrust Middlewarel.0.0-rcx.pkg

= Double click on the LuxTrust Middleware1.0.0-rcx.pkg file

_ -

Classic_Client_MAC_User_G ClassicClient.pkg Installation Manual.txt
uide.pdf

ReleaseNotes.pdf

LuxTrust Middleware1.0.0-
rc6.pkg

= Then click on “Continue”

L
Welcome to the LuxTrust Middleware 1.0.0-rc6 for Mac OS Installer
LuxTrust is a certification authority that issues and manages digital
Introduction certificates with a high level of security. LuxTrust offers solutions allowing
you 1o identify your online partners and electronically sign your online
License transactions.
Destination Select The LuxTrust ChipGateway Is an application required for the use of a
) _ LuxTrust Smartcard / LuxTrust Signing Stick.
Installation Type
Installation
Summary
|T_LIJ)(TI"IJET

=
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Again click on “Continue”

Introduction
License
Destination Select
nstallation Type
nstallation

sSurnmary

FLUXTTTUAST
L

Software License Agreement

English =

LUXTRUST MIDDLEWARE END-USER LICENCE AGREEMENT

This End-User License Agreement for LUXTRUST software (EULA) is a
legal and binding agreement between YOU and LUXTRUST SA
(LUXTRUST) that applies to ¥YOUR use of middleware and other related
pieces of software provided by LUXTRUST in connection with
LUXTRUSTIs services (SOFTWARE). YOU are a person or legal entity
wishing to use the SOFTWARE. By downloading, installing and using the
SOFTWARE, YOU acknowledge, and will be considered as having read
this EULA and agree to be bound by its terms. If YOU do not agree to the
terms of this EULA, do not download, install or use the SOFWTARE.

1. Ownership. The SOFTWARE is owned by LUXTRUST. The
SOFTWARE includes pieces of software that are subject to intellectual
property rights of LUXTRUSTIs third party suppliers: YOUR use of the
SOFTWARE is conditional upon YOUR acceptance of related license
terms, which are annexed to and form an integral part of this EULA. All
rights, title, and proprietary rights infto the SOFTWARE (including, but not
limited to, any patenis, trade secrets, trademarks, copyrights, media
mnlents oode and applels |nc0rporaled into the SOFTWARE) ase

Print... Save... Go Back

Then confirm the terms of the software conditions by clicking on “Agree”.

To continue installing the software you must agree to the terms of
the software license agreement.

Click Agree to continue or click Disagree to cancel the installation and

guit the Installer.

Read License

Disagree Agree
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Introduction
License
Destination Select
Installation Type
nstallation

Summary
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Introduction
License
Destination Select
Installation Type
Installation

Summary
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Click on Close

Click on “Install” to launch installation

Standard Install on "Hitachi HTS545025B895A02 Media”

This will take 189 MB of space on your computer.

Click Install to perform a standard installation of this software
on the disk “"Hitachi HTS545025B95A02 Media”.

Change Install Location...

Go Back

Click on “Close” when the installation was successful.

The installation was completed successfully.

The installation was successful.

The software was installed.
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I.5 Launch LuxTrust Middleware manually

e Autostart not yet available

e Click on the Finder l/ and then double click on Applications (left panel).

. Double click on the LuxTrust folder.

<
Favorites
@ AiDrop @
2 oyoas g T DVD Player
Game Center
Shared
2] wiesmann
2 Buffalo @
B juxtest
Tunes
Tags
® Red s
© Orange -6’_\;
Yolow N
® Green Maps

e To launch the LuxTrust Middleware double click on the LuxTrust Middleware icon.

< =
Favorites

@ AirDrop

& Al My Files S—
¢y iCloud Drive License
72 Applications

(= Desktop

@ Documents

° Downloads

Middlew...-1.0.0-rp

= @ B

FaceTime Firefox Font Book
Gemaito iBooks image Capture

E4 =

Launchpad Mad
=
e o .-
Messages Mission Control Notes
i

=

LuxTrust

: L , :
e LuxTrust Middleware icon "=l is now displayed in the dock.
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I.6  Detection of a Smartcard / Signing stick

. . L
e Double Click on the LuxTrust Middleware icon *=lin the dock.

HOOLPNalIRORROOE D (W)

e Information is displayed on leftmost top of the screen.

@ LuxTrust Middleware <> Bl Wed 13:28
About LuxTrust Middleware

Services >

Hide LuxTrust Middleware  3H
Hide Others X #H
Show All

Quit LuxTrust Middleware  38Q

.7 Check if LuxTrust Middleware is running

= Check if the LuxTrust Middleware is running by typing in your internet browser

http://localhost:24727/index.html

L, LuxTrust Middleware x \ +

& (0 localhost:24727(index.htm| @ | Q search wBe ¥ A& 90

LuxTrust Middleware

The LuxTrust Middleware is running. If you have any guestions or reguire
further information, please contact us by e-mail helpdesk@|uxtrust.lu or visit

our website www.|uxtrust.lu.

1.8 Errorlogs/debugging

If errors occur please send the file “ChipGateway.log” to us by mail to helpdesk@luxtrust.lu .

=>» The file path is dependent on your session / login ($users). So please adapt the path accordingly!

Please provide us this file: /Users/$users/.luxtrust/logs/ChipGateway.log
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.9 Configure the Debug Rapport (Debugging report)

Click with the left mouse button on ,Configuration®in the LuxTrust Middleware:

1 Configuration About Help Exit

LuxTrust V3
Gemalto PC Twin Reader

Please choose “Logging Settings”

log

Connection Settings

LuxTrust Middleware

Logging Settings

LuxTrust Middleware Platform and Add-on Management

Logging Settings

Logging
Base level ERROR a
If you need assistance, you can consult the FAQ on our Website or contact our Client
Service Desk:

@ by calling +352 24 550 550
@ by sending an email to LuxTrust Helpdesk.

If the problem persists, you should temporarily increase the log level to "DEBUG" in
the settings and send the produced log file, which is available under
Suser/.luxtrust/logs, to the LuxTrust Helpdesk.

LUXTIMUIST

In the Menu “ Logging Settings “ click on the drop down list and choose “ Debug “ and restart the action to get a more

detailed Log File.

log

LuxTrust Middleware
Connection Settings

Logging Settings

LuxTrust Middleware Platform and Add-on Management

Logging Settings

Logging

Base level + ERROR ’
WARN
INFO

If you nee

servce be I

# by calling +352 24 550 550
# by sending an email to LuxTrust Helpdesk.

If the problem persists, you should temporarily increase the log level to "DEBUG” in
the settings and send the produced log file, which is available under
Suser/.luxtrust/logs, to the LuxTrust Helpdesk.
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[.10 Configuration of the Proxy

Click with the left Mouse button on ,,Configuration® in the LuxTrust Middleware:

LuxTrust V3
Gemalto PC Twin Reader

‘ Configuration About Help Exit

Select in “Connection Settings” to configure the Proxy Server.

e0ce@ LuxTrust Middleware Platform and Add-on Management

0 Connection Settings
’t’

LuxTrust Middleware

Connection Settings Proxy

Lagging Settings Type System Proxy E

Security

Use System Truststore

Click on the drop down list to open the different profiles and select the Profile you need. If you need help, please
contact your IT Department.

o0 ® LuxTrust Middleware Platform and Add-on Management B
0 Connection Settings
Vi
LuxTrust Middleware
Proxy
Logging Settings Type + System Proxy ,
SOCKS
Securiyy_ HTTP
Use Sy No Proxy
& Al
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