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Installation LuxTrust Middleware — Ubuntu
Disclaimer

This document may not be reproduced as a whole or parts of it without the prior written and explicit consent of
LuxTrust S.A. Third party copyrights may exist for parts of this documentation. LuxTrust S.A. declines all responsibility
for direct, indirect, special, incidental or consequential damages to hardware or other damages somehow related to or
resulting from the execution of any advice given in this document. This document is provided “as is” and no provision
is made in terms of fitness for a particular purpose or applicability. By making use of this document the user accepts
using it to its own risk and understands that this document could not be provided without such limitations.

1.1  Conditions

In order to use the LuxTrust Middleware, you need to have met the following system conditions:
= Ubuntu 14.04 LTS 32bit or 64bit

https://www.luxtrust.lu/en/product _page/61/#confs

1.2 Download of the LuxTrust Middleware

=  Download the LuxTrust Middleware from drivers.luxtrust.lu.

= Then install the package depending on the version of your operating system. The LuxTrust Middleware is
available in 2 Packages: x86 and x64:

o Unzip the content of the Package or leave it as-is

o Forinstallation details, please read the file “Installation Manual.txt”.

LuxTrust_Middleware_1.0.0-rc6_Ubuntu_32bit.tar.gz

h
E_ P Open ~ "" Add Files ‘!r Extract

Location: -/

tu_32bit_7.0.0-b08.deb

Installation Manual.txt (~/.cache/.fr-y1HV&d) - gedit
B Bocen - Bsae 5 D, @

] Installation Manual.txt x

8|
a=r 03.2_i386.deb 8
dleware-1.0.0.deb 6

] luxtrust-mid

hnstallation Instructions

I

LuxTrust-Middleware

Release 1.0.0 - rcé

What is LuxTrust Middleware? c

LuxTrust is a certification authority that issues and manages digital ’
certificates with a high level of security. LuxTrust offers solutions
allowing you to identify your online partners and electronically sign
your online transactions. The LuxTrust ChipGateway is an application

required for the use of a LuxTrust Smartcard / LuxTrust Signing Stick.

4 objects (69,5 MB)

Installation Sequence

1.Step: Install the contained libssl10.9.8. If already installed, fine,
just move on to step 2.

2.5tep: Install the contained Gemalto_Middleware_Ubuntu_32bit_7.0.0-
bes.deb.

3.5tep: Install luxtrust-middleware-1.0.0.deb

4.Step: Connect your Smartcard Reader to your Advice.

5.S5tep: You're ready to use LuxTrust Middleware.

PlainText ~ Tab Width: 8 ~ Ln1, Col1
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.3 Installation of the contained libssl0.9.8

= Double click on the libssl0.9.8.xxxx.deb file

= Click on “Install”

LuxTrust_Middleware_1.0.0-rc6_Ubuntu_32bit.tar.gz

S
B_ p Open ~ ﬁ"' AddFiles [ Extract

Back @ Location: | -/
Name +  Size Type
|| Gemalto_Middleware_Ubuntu_32bit_7.0.0-b08.deb 5,5MB Debian pac...
Installation Manual.txt 822 bytes plain textd...
libsle.Q.8_0.9.80—?ubuntu3.2_i386) 872,1kB Debian pac...
[ luxtrust-middleware-1.0.0.deb 63,2 MB Debian pac... 3

Ubuntu Software Center

Sl ~ BES

M §S.L shared libraries
"

@ Installing...

libssland libcrypto shared libraries needed by programs like apache-ssl, telnet-ssl and openssh.

Itis part of the OpensSL implementation of SSL.

4 objects (69,5

Version  libssl0.9.8 0.9.80-7ubuntu3.2

Ubuntu Software Center

Total size 684,6 kB to download, 33,8 kB when installed

7

License Opensource
Alls e

Updates Unknown

Reviews n{ SSLshared libraries
-

— : @ Installed Reinstall

libssl and liberypto shared libraries needed by programs like apache-ssl, telnet-ssl and openssh.

Itis part of the OpensSL implementation of SSL.

ce
.
o
Version  libssl0.9.80.9.80-7ubuntu3.2
Total size  684,6 kB to download, 33,8 kB wheninstalled
License Opensource
Updates Unknown
Reviews English - Most helpful first v
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Installation of the contained Gemalto_Middleware_Ubuntu_32bit_7.0.0-b08.deb

Double click on the Gemalto_Middleware_Ubuntu_32bit_7.0.0-b08.deb file

Click on “Install”

LuxTrusI:_Middle':areJ.0.0-rcs_Ubunl:u_sziI:.tar.gz
E & open - "" AddFiles [ Extract

@ Location: -/

- Size
Gemalto_Middleware_ubuntu_32bit_?.0.@ 5,5MB
Installation ManualExt 822 bytes
|| libssl0.9.8_0.9.80-7ubuntu3.2_i386.deb 872,1kB
| luxtrust-middleware-1.0.0.deb 63,2 MB

4 objects (69,5 MB)

Ubuntu Software Center

& . 0O

All software Installed
in/{ Gemalto Classic Client For Linux
libclassicclient

& Installed

These programs are run from a terminal:
CCchangePinTool, SecureBioDialog, SecurePindialog

This package provides a PKCS#11 token for Classic cards The PKCS#11 token filename is /usr/lib/pkes11/
libgelib.so

Type

Debian pac...
plaintextd...
Debian pac...

Debian pac... [§

Version libclassicclient 7.0.0-b08
Total size 17,1 MB when installed
License Unknown

Updates Unknown

Reviews English
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1.5 Install the contained luxtrust-middleware-1.0.0.deb:

= Double click on the luxtrust-middleware-1.0.0.deb file

= Click on “Install”

LuxTrust_Middleware_1.0.0-rc6_Ubunktu_32bit.tar.gz

B B ooen - BE AddFiles i) Extracc O

Back @ Location: -/
Name s Sjze Type
|| Gemalto_Middleware_Ubuntu_32bit_7.0.0-b08.deb 5,5MB Debian pac...
Installation Manual.txt 822 bytes plain text d...

-Zubuptu3.? j386.deb 872,1kB Debian pac...

luxtrust-middleware-1.0.0.deb > 63,2 MB Debian pac... 8

9/ LuxTrust Middleware for Linux
luxtrustmiddleware

& Installing...

LuxTrust is a certification authority that issues and manages digital certificates with a high level of security.

LuxTrust offers solutions allowing you to identify your online partners and electronically sign your enline
transactions.

4 objects (69,5 MB

The LuxTrust ChipGateway is an application required for the use of a LuxTrust Smartcard / LuxTrust Signing
stick. o
.

For full usability, install ClassicClient for your operating system.

Developer Web Site

Version  luxtrustmiddleware 1.0.0-rc6

Total size  189,9 MBwheninstalled

Ubuntu Software Center

License Unknown

Updates Unknown @
ia Installed

Reviews

il LuxTrust Middleware For Linux
i a . . , u luxtrustmiddleware

@ Installed Reinstall |

LuxTrust is a certification authority that issues and manages digital certificates with a high level of security.

LuxTrust offers solutions allowing you to identify your online partners and electronically sign your online
transactions.

The LuxTrust ChipGateway is an application required for the use of a LuxTrust Smartcard / LuxTrust Signing
stick.

No screenshot available
For Full usability, install ClassicClient for your operating system.

Developer Web site

Version luxtrustmiddleware 1.0.0-rc6
Total size  189,9 MBwheninstalled
License Unknown

Updates Unknown

Reviews English 7 Most helpful first v
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1.6 Detection of a Smartcard / Signing stick

’
)
= Click on the Home Button. L:IH

=  Type luxtrustmiddleware in the search field.

. . . .
. Double click on the LuxTrust Middleware icon. =l

(@ © luxtrustmiddlewarel it resls »

— kil Applications
= S

s

LuxTrust Middleware

r
=  Click on the symbol LJ in the Ubuntu task bar to start the LuxTrust Middleware.

Ty B ) 09:13 {'f

= No LuxTrust Smartcard or Signing Stick has been connected to the computer yet (“No terminal connected.”).

No ferminal connected.

Configuration | |About | |Help | | Exit

= Insert your LuxTrust Smartcard in the card reader or your Signing Stick in the USB port of your computer.

-
= Then click on the symbol L1 in the task bar to start the LuxTrust Middleware.

E 1y B «) 09:13 {%
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LuxTrust V3
Gemalto PC Twin Reader 00 00

Configuration | |About | |Help | | Exit

= Check if the LuxTrust Middleware is running by typing in your internet browser

http://localhost:24727/index.html

LuxTrust Middleware - Mozilla Firefox [ 1) m B o« 0917 1%

L, LuxTrust Middleware x

€ | O | localhost:24727/index.htm ¢ | Q search Ww B 4+ # @

LuxTrust Middleware

The LuxTrust Middleware is running. If you have any guestions or require
further information, please contact us by e-mail helpdesk@luxtrust.lu or

wisit our website www. luxtrust.lu.

I.7 Errorlogs/debugging

If errors occur please send the file “ChipGateway.log” to us by mail to helpdesk@luxtrust.lu .

Please provide us this file: /home/$users/.luxtrust/logs/ChipGateway.log

=>» The file path is dependent on your session / login ($users). So please adapt the path accordingly!

719
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1.8 Configure the Debugging Report

r
Then click on the symbol Ly in the task bar to start the LuxTrust Middleware.

i! Ty [ = ) o913 i

Then click with right Mouse Button on “Configuration” in the LuxTrust Middleware:

LuxTrust V3
Gemalto PC Twin Reader 00 00

Configuration | |About | |Help | | Exit

Choose “Logging Settings”

LuxTrust Middleware Platform and Add-on Management

Logging Settings

log

LuxTrust Middleware

Connection 5ettings  Logging

Logging Settings Baselevel |DEBUG v

If you need assistance, you can consult the FAQ on our Website or contact
our Client Service Desk:

# by calling +352 24 550 550
# by sending an email to LuxTrust Helpdesk.

If the problem persists, you should temporarily increase the log level to
"DEBUG" in the settings and send the produced log file, which is available
under $user/luxtrust/logs, to the LuxTrust Helpdesk.

In this Menu, click on the drop down list and select “Debug” and restart the action again to get a more detailed report.
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.9  Configuration of the Proxy

r
Then click on the symbol Ly in the task bar to start the LuxTrust Middleware.

i! Ty [ = ) o913 i

Then click with right Mouse Button on “Configuration” in the LuxTrust Middleware:

LuxTrust V3
Gemalto PC Twin Reader 00 00

Configuration | |About | |Help | | Exit

Choose the Menu “Connection Settings” to configure the Proxy Server.

LuxTrust Middleware Platform and Add-on Management

0 Connection Settings
Va

LuxTrust Middleware

Connection Settings [T

Logging Settings Type |System Proxy v

Security

Use System Truststore [

Use the drop down list to select the needed configuration. If you need assistance, please contact your IT Department.
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