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Disclaimer

This document may not be reproduced as a whole or parts of it without the prior
written and explicit consent of LuxTrust S.A. Third party copyrights may exist for parts
of this documentation. LuxTrust S.A. declines all responsibility for direct, indirect,
special, incidental or consequential damages to hardware or other damages
somehow related to or resulting from the execution of any advice given in this
document. This document is provided “as is” and no provision is made in terms of
fitness for a particular purpose or applicability. By making use of this document the
user accepts using it to its own risk and understands that this document could not be
provided without such limitations.
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1. Preliminary step (Version verification of
Adobe DC)

Open Adobe DC.

In order to be able to sign documents we recommend doing the updates to have the latest
version installed. To do so, open the Help tab and click on Check for Updates... :

n Adobe Acrobat Reader DC
File Edit View Window QEE[

Home Tools Online Support F1

Welcome...

— @ Learn Adobe Acrobat Reader DC...

About Adobe Acrobat Reader DC...

Sent About Adobe Plug-Ins...

Adobe Scan Generate System Report...

Repair Installation
Storage

Check for Updates...

My Computer

LuxTrust proprietary Page 4



Configuration of Adobe DC UG-0622 LUXTrILIET®

2. Adding the PKCS#11 module for the
« Smartcard » or the « Signing Stick »

Beforehand, check wether Gemalto is correctly installed and working in order to take the
necessary steps.

Smartcard / Signing stick detection

r
«  Clickonthe =l symbol in the Windows taskbar to open the LuxTrust Middleware.

Customize...

: ENG 11:57PM
By O
Bt & g gaemne

= If it shows “no terminal connected” insert your Smartcard or Signing Stick.

“Configuration | | About || Hep || Exit |

ENG 11:539PM

s P e oo

r
= Click on the L symbol in the Windows taskbar to open the LuxTrust Middleware.

ENG 1201 AM
LB 8/30/2016
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LuxTrust V3
Gemplus USB Smart Card Reader 0

| Configuration | | About || Hep || Ext |

ENG 1201 AM
LB 8/30/2016

[ ?—:—‘ i{x

= Check if the LuxTrust Middleware is working by entering the following address in your
browser : http://localhost:24727/index.html

| Ly LuxTrust Middleware X\ + - g

€ || Q searcn B & A OO =

LuxTrust Middleware

The LuxTrust Middleware is running. If you have any questions or requirs
further information, please contact us by e-mail helpdesk@luxtrustlu or

wisit our website w.luxirust.lu,

Configure the right Digital Signature Format

Open the Edit Tab: — Preferences — Signatures — Digital Signature — Creation&
Appearance and click on “More...”

Digital Signatures

Creation & Appearance

= Control optiens for signature creation
= Set the appearance of signatures within a document

Set then Default Signing Format to: CAJES-Equivalent and validate with “Ok”.

Creation and Appearance Preferences =
Creation

Default Signing Method: | Adobe Default Securit -
Default Signing Form:  |[EXERR TS =

When Signing:

[ Show reasens

["]Show location and contact information
[¥]Include signature's revocation status

[ View documents in Preview Mode

Enable Review of Document Wamings: | When certifying a document  +
Prevent Signing Until Warmings Are Reviewed:

Appearances

Edit...

Duplicate

Delete

i

ol

LuxTrust proprietary Page 6



Configuration of Adobe DC UG-0622

Updating the European Trusted List (EUTL)

Open the Edit Tab — Preferences

LLUIXTIUAST

. Docl.pdf - Adobe Acrobat Pro DC
Fichier Affichage Fenétre Aide

Awccu

B Coller

Selectionner tout

Désélectionner tout

Prendre un instantané
Weérifier 'orthographe

Q Rechercher

Recherche avancsée

Gérer les outils

Preférences...

Copier le fichier dans le Presse-papiers

Modifier le texte et les images

Cirl -+

Ctri+A

Shift+Ctrl+A

>

Ctri+F

Shift+Ctri+F

Ctri+ K

Click on « Trust Manager »

Click on the «Update Now» button on the right side underneath of “Automatic

European Union Trusted Lists (EUTL)

Wait for the confirmation and click « OK » to install the approved certificates.

LuxTrust proprietary
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Preferences =]
Categories: Trust Manager
Commenting o PDF File Attachments
Documents [¥] Allow opening of non-PDF file attachments with external applications
Full Screen
General Restore the default list of allowed and disallowed file attachment types: Restare
Page Display
30 & Multimedia Internet Access from PDF Files outside the web browser
Accessibility Unless explicitly permitted, PDF files cannot send information to the Internet.

Adobe Online Services

Email Accounts Change Settings...

Forms

dentity Automatic Adobe Approved Trusted Certificates Updates

Internet

JavaScript = || Load trusted root certificates from an Adobe server (no personal information is sent)
Language

Measuring (2D) Ask before updating Update Mow

Measuring (3D)
Measuring (Geo) Automatic European Union Approved Trusted Certificates Updates
Multimedia {legacy)

Multimedia Trust (legacy) Load trusted root certificates from an Adobe server (no personal information is sent])
Reading
Reviewing [7] Ask before updating Update Mow
Search
ooty
Hel
Security (Enhanced) il
Signatures
Spelling |

Trust Manager

Verification Behaviour

Open the Edit Tab: — Preferences — Signatures — Digital Signature — Verification and click
on “More...”

Yerification

» Control how and when signatures are verified More...

Set then the document specified method, if unavailable, use default method and validate with
HOk!l.
Signature Verification Preferences @

-

[¥] Verify signatures when the document is opened

[T When docurnent has valid but untrusted signatures, prompt to review and trust signers

1 Verification Behavior

When Verifying:

() Use the document-specified method; prompt if unavailable

@ Usethe document-specified method; if unavailable, use default method

] () Always use the default method: Adobe Default Security -

Require certificate revocation checking to succeed whenever possible during signature verification

["1Ignore document validation information
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Steps to add the PKCS#11 module in Adobe DC.:

LLUIXTIUAST

1) Insert your LuxTrust SmartCard in your reader or plug in your Signing Stick in the USB

port of your PC.

2) Choose the option « Signatures » in the categories and click on the “More...” button in

the « Identities & Trusted Certificates » section.

Preferences

Categories:
Digital Signatures

Commenting
Creation & Appearance

Documents.
Full Screen ) )
et + Control options for signature creation
ener + Set the appearance of signatures within a document
Page Display
3D & Multimedia Vesification
Accessibility

Adabe Online Services - Control how and when signatures are verified

Email Accounts
Forms

Identity Identities & Trusted Certificates
Internet
JavaSeript
Language
Measuring (2D}
Measuring (3D} Document Timestamping
Measuring (Geo)
Multimedia (legacy) - Configure timestamp server settings

« Create and manage identities for signing
+ Manage credentials used to trust documents

Multimedia Trust (legacy)
Reading

Reviewing

Search

Security

Signatures
Snellina
Iracker

Trust Manager
Units

0K

More...

More...

More...

Cancel

3) Click on « PKCS#11 Modules and Tokens »
Attention: If Adobe shows the following message

e Choose the first option « Always open with Protected Mode disabled » and confirm

with « OK »

Categories:

LuxTrust proprietary

Digital Signatures
Commenting
S TSI E——
Full Screen ES S |

o Digital IDs .| Add ID ot B M Refresh Remove ID
Genersl H P b @ E-
Page Display Roaming ID Accour  Name Issuer Storage Mechanism B
3D & Multimedia Digital ID Files
Accessibility . i
Adobe Online Service e Digitel B
Email Accounts PKCS#11 Modules a
Forms N
dentity Adobe Reader Protected Mode X
Internet The instzlled modie or token Is not available. b
JavaScript Ak
Language I
Measuring (2D) You are currently running Adobe Acrobat Reader in Protected Mode.
Measuring (3D) Adobe Reader Protected Mode is not able to interact with your smart card reader or token.
Measuring (Gee) | yyouig you like to open Adobe Acrobat Reader with Protected Made Disabled? L
Multimedia (1e95¢Y} (e il require vou to restart Adobe Acrobat Reader.) E
Multimedia Trus
Reading () Always open with Protected Mode disabled
Reviewing (®)Do not open with Protected Mode disabled
Search
Security Iel bout Protected Mode and smart card
Securiy (Enhanced)| [ELmemare sbout rotected Mode and smart cards o
Signatures -
Spelling Use Set Default to set or clear which digital ID is used by default when you sign or encrypt
Tracker documents. Use Add ID to add a new digital ID or to find an existing digital ID and add it to this
Trust Manager view. Use Remove ID to permanently remove a digital ID from this list and wherever it is ~
Units stared
oK Cancel
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IMPORTANT

The changes will only take effect after you restart Adobe.

= Restart at the step 11.3 .1 to continue:

4) Click on « PKCS#11 Modules an Tokens » and then on « Attach Module »

ﬁ Digital ID' and Trusted Certificate Settings

~ Digital IDs Attach Module  De £ 1| Refresh
Roaming ID Accounts Module Manufacturer ID Library Path
Digital ID Files

Windows Digital IDs
PECS#11 Modules and Tokens

Trusted Certificates
Manage PKCS#11 Modules

This is a list of loaded PK.CS#11 modules. You can load additional modules to gain
access to new cryptographic devices

The standard installation directory of the Gemalto software depends on the Windows *
version that is used:

For a 64 bit version of Windows: C:\Program Files (x86)\Gemalto

For a 32 bit version of Windows : C:\Program Files\Gemalto

Note: If you have a “C:\Program Files (x86)\“ directory, you are using
Windows 64 bits.
= In the window that opens, choose the directory in which the Gemalto software is
installed and open the sub-folder Classic Client\BIN to select the « gclib.dll ».

B Locate 2 PKCS211 Module

&« v A » ThisPC » Local Disk (C:) » Program Files (x36) » Gemalto » Classic Client > BIN v ||  SearchBIN
Organize « New folder
BIN A Name - Date modified Type Size
JFE S Application extens...
Onelrive 4] gelib.du Application extens..
[ e el Application extens...
53 This PC %] GSafeCsp.dil Application extens...
[ Desktop 4] GsafeCspBase.dll Application extens...
[ Documents [4] GuICoredn Application extens...
& Downloads %] Kharon.di Application extens...
b Musie @ MSlAction.dll Application extens...
= Pictres \4 pk2iasc.dll Application extens...
[ pk2p15.di Application extens...
m Videos C] PluginCertificates.dll Application extens...
‘& Local Disk (C) [4] PluginDocumentation.dl Application extens...
[&] Firma Certa (D) ] PlugininformationCard.dil Application extens...

[Z] PluginPINMngt.dl Application extens...

¥ Network -
- | SignatureChecker.dil Application extens... 781 KB
¥ T8 Gnelih oAl Annliratinn evtens a5 KR
File name: | | PKCS#11 module
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Validate your choice by clicking on «Open »

LLUIXTIUAST

5) A soon as you added the PKCS#11 module you will see the following window. Click

on “GemP15-1".

ﬁ Digital ID and Trusted Certificate Settings

~ Digital IDs
Roaming ID Accounts
Digital ID Files

Windows Digital IDs

v PPKCS#11 Modules and Tokens

v PECS#11 Cryptoki Multiplexer
GermnP15-1

Trusted Certificates

Attach Module Detach Module o Refresh

Module Manufacturer ID Library Path

Gemplus

Module I\'Ianufactu]t;l(;t: Gemplus
Module Description: PKCS#11 Cryptokd Multiplexer
Library Version: 5.1
Cryptoki Version: 2.20

Library Path: -y BIN\gelib.dil

C\Program Files (x86)\GemaltahC...

C:\Program Files (x86)\Gemalto\Classic

Note: To circumvent the need to enter your PIN code multiple times in this session,
click on “PKCS#11 Cryptoki Multiplexer” and on “Login”. Now enter your PIN and

confirm with OK
]
o Digital IDs
Reaming ID Accounts
Digital ID Files

Windows Digital IDs

~ PKCS#11 Modules and Tokensl
~ PKCS#11 Cryptoki Multipla|
GemP15-1

Trusted Certificates

login Logout £ M I
g g R Refresh |
Token Label Status I
GemP15-1 Logged out
E
*
loken Label: GemP15-1 |
IP15-1 ]
Password: || lalto S.A.
sic V3
#010392880CSE 1

The sltatus of the GemP15-1 token will now change to “Logged in”.

6) Open the GemP15-1 token, now choose the certificate with the intended usage “Non-

Repudation”.

Should you not see any elements in the list, push on the “Refresh” button

Now click on the pencil on the top -> Use for Signing

LuxTrust proprietary
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[ Digital ID and Trusted Certificate Settings (me3a]
B Digital IDs %;-' | v adl ,UFA Certificate Details =% Export e Refresh &) RemovelD
Roaming ID Accounts N Expi
arn i ires
Digital ID Files # Use for Signing — B
Windows Digital IDs Manage Attribute Certificates bl 2019.08.0110:23:32 7
9 - alified CA 3 2019.08.0110:23:34 7
= PKC5#11 Meodules and Tokens l_qg Personalize
B- s d Multiplexer
RemP16-1
Trusted Certificates
4 [ ¢
=1

Issued by: LuxTrust Global Qualified CA 3
LuxTrust S.A. i
Valid from: 2016/08/01 12:23:32 +02'00"
Valid to- 2N19M2/01 129227 +02'00'
Intended usage Non-Repudiation

The pencil should now be shown in front of the PKCS#11 token ID (Non-
Repudiation).

3. Signing a document

To sign documents follow these steps:

= For the standard Adobe (Reader) version click on “Tools” on the left side and then on
“Certificates”.

= In the Adobe Pro version click on “Certificates” at the right.
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ﬁ Créer un fichier PDF
rModifier le fichier PDF

E'?_'. Exporter un fichier PDF
Commentaire
Organiser les pages

IEI Améliorer les numérisations

l::l Protection
Remplir et signer

B Preparer le formulaire
Enwvoyer pour signature

—> Envoyer et effectuer le suiwi

Comparer les fichiers

Qﬁi Certificats

A new toolbox will appear on top of the window. (the options might be different,
depending on the Adobe version):

® B8 HEQ e M OE [ - B B T e ¢

é@ Certificats ~ é}’g Signer numériguement Tampaon temporel @Q Certifier (signature visible) Q Certifier (signature invisible) b4

1) If you want to sign a document as a natural person choose the “Sign electronically”
option, if you want to sign it with an eSeal certificate choose "Certify” (Pro version of
Adobe required).

2) To visually put the signature on the document, push the left mouse button and drag a
rectangle at the place you want the signature to appear. You will automatically be
redirected to the next step

3) Atthis stage a list with certificates is shown.
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Signer avec une identification numérique X

Choisissez I'identification numérique & utiliser pour la signature :
o [ N ioherique Prcsei)
%

Délivré par : LuxTrust Global Qualitied CA 3, Date d'expiration : 2019.08.03

% Afficher les détails
I (O umérique Windows) Afficher les détails

Délivré par : LuxTrust Global Qualified CA 3, Date d’expiration : 2019.08.03

,\
@ ( Configurer un nouvel |D numérique ) ( Annuler ) W

= By default the certificate that you chose at step II.6 is selected (PKCS#11 — Non-
Repudiation) so you can click "Continue”.

4) Enter your PIN in the field at the bottom left* (only shown if you didn’t do the steps in
11.3.4 and/or you did unplug your device)
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X

Sign as "Alain Lang" _
Appearance  Standard Text v
Digitally signed

by
Date: 2017.10.13
09:09:01 +02'00"

Lock document after signing View Certificate Details

Review document content that may affect signing
[Enter the Digital ID PIN or Password

5) Click on "Sign”.

6) Adobe will ask to save the signed document.

If the signature has been correctly inserted you will see the following information on top of your
document and your signature will appear in the zone on which you placed it.

@ 2ldueq suq o)) 2Busgnie: 9L sl N 21duspnie pavg)
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